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Letter from USG
Dear delegates,
Welcome to the Lagos Model United Nations 2021, the 6th session. It is a pleasure to
welcome you all to this conference which brings age long and recent international
problems to the fore. LMUN is a platform for youth to deliberate on innovative solutions
and take actions to create a better world for us all. This process is one that will improve your
problem-solving skills, public speaking skills, team work and leadership skills while making
you great connections along the way. This is why LMUN continues to be such a
transformative process.
The staff for the United Nations Security Council (UNSC) are: Oluwakemi Agbato
(Under-Secretary General) Shalom Ajibade (Chair); Omobobola Ogundare (Vice-Chair);
Ezeh Frances- Mary Chizitalu (Researcher) and Benita Riagbayire (Researcher).
Oluwakemi is a 400-level student of the Faculty of Law University of Lagos. She was a
participant at the LMUN 2018 where she was awarded the Position Paper Award and the
Honorable mention Award. She has served in official capacities; as a researcher in LMUN
2019; as the chair of UN-Women in LMUN 2020 and as a communication and logistics
officer in YISMUN. Her love for MUNs is in tandem with her interest in international human
rights and development. Shalom Ajibade is a 400-level student of the University of Lagos.
He was a delegate at LMUN’20, where he was awarded the Position Paper and
Distinguished Delegate awards. He also represented the LMUN in the 2020 UN Refugee
Challenge, which the conference came first. Omobobola is a 400-level law student at the
University of Lagos. He was a delegate at LMUN’19 where he was awarded the
Distinguished Delegate Award. He was awarded the Special Mention Award and Honorable
Mention Award at YISMUN and MYI-MUN respectively. He served as a Researcher at
LMUN’20. He is interested in international law and the attainment of the SDGs. Benita is a
300-level student in the Faculty of Law, University of Lagos. She has participated in a few
MUNs such as the YISMUN where she got the special mention award and LMUN’20 where
she bagged the Position paper as well as the distinguished delegate award. Benita believes
that the youths are a pivotal part of achieving agenda 2030 and as such, volunteers on
various platforms to that end. Frances-Mary is a 300-level law student at the University of
Lagos and was an observer at LMUN’19. She was also a delegate at the YISMUN 2020 in
which she won a Special Mention award. She participated as a delegate at LMUN’20 where
she bagged the Best Position Paper and Outstanding Delegate Awards.
The SC’s actions are majorly directed at maintaining peace, conflict prevention, security
and sustainable development. The SC remains the only UN body whose decisions are
binding on all Member States.
The topics to be discussed by the committee are:
I. Improving Cyber Security around National Defence Systems
II. The Use of Chemical Weapons in Conflict and Non-Conflict Situations.

The Background Guide will form the stepping stone to begin your research on your topics
one of the first steps to research at LMUN. Nonetheless is not be a stand in for undertaking
the extensive research required of you as individuals. The Further Research, Annotated
Bibliography and Bibliography will serve you well and aid you your research. In addition to
this this Delegate Prep Guide and the Rules of Procedure will provide you with guidance
for the conduct expected and procedure of the conference. These documents are available
on the LMUN website – www.lmun.ng.
Each delegate is expected to submit a position paper by a later communicated date after
registration and assignment of country and committee, in accordance with the position
paper guide which is on the LMUN website.
Any enquiries or concerns during your preparation for the committee or the Conference
itself, should be directed to the USG at - usgpeacesecurityhr@lmun.ng or the committee
at - sc@lmun.ng
We anticipate your presence at the conference!

Oluwakemi Agbato
USG Peace, Security and Human Rights, LMUN 2021.

Abbreviations
APT

Advanced Persistent Threat

ASCCE

ASEAN Cyber Security Centre of Excellence

ASEAN

Association of South East Asian Nations

AU

African Union

CBRN

Chemical, biological, radiological, and nuclear

CCDCOE

Cooperative Cyber Defence Centre of Excellence

CERT

Computer Emergency Response Team

CSIRT

Computer Security Incident Report Team

CWC

Convention on the Prohibition of the Development, Production, Stockpiling

and Use of Chemical Weapons and on Their Destruction
CWPF

Chemical weapons production facilities

DoS

Denial of Service

DPRK

Democratic People’s Republic of Korea

ECOWAS

Economic Community of West African States

EU

European Union

EU

European Union

GGE

Group of Governmental Experts

ICT

Information and Communications Technology

IT

Information Technology

ITU

International Telecommunication Union

MitM

Man in the Middle

NATO

North Atlantic Treaty Organization

NGO

Non-governmental organization

NIS

Network and Information Systems

OPCW

Organisation for the Prohibition of Chemical Weapons

PHI

Protected Health Information

PII

Personally Identifiable Information

SCO

Shanghai Cooperation Organization

SDG

Sustainable Development Goal

UN CTITF

United Nations Counter-Terrorism Implementation Task Force

UN

United Nations

UN

United Nations

UNAMID

United Nations African Union Mission in Darfur

UNIDIR

United Nation Institute for Disarmament Research

UNITAMS

United Nations Integrated Transition Assistance Mission in Sudan

UNMHA

United Nations Mission to support the Hodeidah Agreement

UNODA

United Nations Office for Disarmament Affairs

USA

United States of America

VTC

Video Tele-Conference

WMD

Weapons of mass destruction

Committee Overview

Introduction
The United Nations (UN) was formed in 19451 following the conclusion of the Second World
War – a war whose effect shook the world, and brought disastrous effects to many individuals
and states. It was established as an intergovernmental body with the goal of sustaining
international peace and security, ensuring conditions that promote economic and social
progress, and encouraging respect for human rights.2 To achieve this aim, six primary organs
were created through the instrumentality of the UN Charter.3 The Security Council was one of
these organs with its primary mandate to ensure international peace and security.4
The first ever session of the Security Council was held on 17 January 1946 at Church House,
Westminster, London. Since this meeting, the Council is now permanently based at the
United Nations Headquarters in New York City, although it has also held sessions in other
cities including Addis Ababa, Ethiopia, in 1972, in Panama City, Panama, and in Geneva,
Switzerland, in 1990.5At its inception, the Security Council had five permanent and six
non-permanent members.6However, over time discussions pertaining to the structure of the
Council were initiated.7This led to the increase to the number of non-permanent members to
10 in 1965. No modification has been made to the structure of the Council ever since,
although discussions about the subject resurfaces frequently.
The matters the Security Council traditionally discusses ranges from peacekeeping missions
and political processes, to human rights protection, disarmament, and humanitarian
1

History of the United Nations.
Charter of the United Nations, 1945.
3
Ibid.
4
UN Security Council, what is the Security Council? 2019
5
Ibid.
6
Hanhimäki, The United Nations: A Very Short Introduction, 2008, p. 32.
7
Ibid.
2

crises.8However, with the introduction of the 2030 Agenda for Sustainable Development by
the UN General Assembly in 2015,9 the Security Council has begun to make the convergence
between sustainability and peace and security one of its major considerations.10 Some other
important issues the Council presently deliberates on include human rights and the
protection of civilians for conflict prevention, as well as sustainable development; Women,
Peace and Security; conflict prevention and sustaining peace.11
Governance, Structure, and Membership
The Security Council is the only UN organ that has the power to adopt legally binding
resolutions.12 The Security Council consists of 15 members of which five are permanent and 10
are non-permanent. The five permanent members of the Security Council are: China, France,
the Russian Federation, the United Kingdom of Great Britain and Northern Ireland, and the
United States of America,13 popularly called the “P5” The permanent members of the Security
Council have veto power and have exercised this veto power at different points in time.14 If a
permanent member does not completely agree with a proposed resolution but does not
want to use the veto power, such state may choose to abstain from the resolution which will
allow the resolution to be adopted if it obtains the nine votes required.15The non-permanent
members of the council are usually elected by the General Assembly for a term of two years.
The non-permanent seats are distributed on a regional basis consisting of five states from
Africa and Asia, one from Eastern European states, two from Latin American states and two

8

The UN Security Council, Council on Foreign Relations, 2018.
UN General Assembly, Transforming our world: the 2030 Agenda for Sustainable
Development (A/RES/70/1).
10
UNDPA, Politically Speaking, Sustaining Peace, Conflict Prevention, Human Rights and
Sustainable Development High on Agenda for New Security Council Members,2018.
11
Ibid.
12
See Article 25 of the UN Charter.
13
UN Security Council, what is the Security Council? 2019
14
Hanhimäki, The United Nations: A Very Short Introduction, 2008, p. 52.
15
Basic Facts about the United Nations (2017).
9

from Western European and other States.16States elected to serve on the Security Council are
expected to represent the interests of their region. The current non-permanent members of
the Security Council are: Belgium, Dominican Republic, Estonia, Germany, Indonesia, Niger,
Saint Vincent and the Grenadines, South Africa, Tunisia, and Vietnam. The committee also
has a President who is mandated pursuant to Rule 3 of the Provisional Rules of Procedure of
the Security Council, to call a meeting if a dispute or situation requires the Council’s
attention.17 Each member of the Security Council holds the presidency of the Council for one
month, rotating according to an alphabetical order of their names.18 Nevertheless, the council
may still convene at the request of a member state.19
The Security Council also oversees many subsidiary bodies established by the UN Charter,
including: the International Criminal Tribunal for the Former Yugoslavia, the International
Criminal Tribunal for Rwanda, sanctions committees, and ad hoc committees, such as the Ad
Hoc Sub-Committee on Namibia.20 The Security Council also cooperates with the General
Assembly in the supervision of the activities of the Peace building Commission
(PBC).21Member States of the Security Council also participate in various working groups,
consisting of its Member States to deliberate on regional issues, as well as to improve the
working methods of the Council itself.22For example, the Working Group on Children and
Armed Conflict

which was established by Security Council resolution 1612 (2005)

recommends possible cause of action to the Council on ensuring the protection of children
affected by armed conflict.23

16

UN General Assembly, Rules of procedure, 2017.
UN Security Council, Provisional Rules of Procedure of the Security Council (S/96/Rev.7), 1982.
18
Ibid.
19
UN Security Council, what is the Security Council, 2019
20
UN Security Council, Committees, Working Groups and Ad Hoc Bodies, 2019.
21
Ibid.
22
UN Security Council, Repertoire of the practice of the Security Council, 2019.
23
UN Peacekeeping, Mandates and the Legal Basis for Peacekeeping.
17

Mandate, Functions, and Powers
The Security Council is the foremost of the six principal organs of the United Nations
entrusted with the task of maintaining international peace and security, recommending the
admission of new members of the UN to the General Assembly, and approving any
modifications to the UN Charter. Its powers encompass the establishment of peacekeeping
operations, enactment of international sanctions, and authorization of military actions. The
UN Security Council remains the only UN body that has the power to pass binding resolutions
on member states.
The primary mandate of the Security Council is to ensure international peace and security
and to take action when there is threat to peace and security.24 The Council’s powers are
particularly akin to the four primary purposes of the UN as highlighted in the Charter which
are the maintenance of international peace and security; the development of friendly
relations among states; cooperating in solving international problems; and the promotion of
human rights, as well as being a centre for harmonizing the actions of nations.25 Chapters VI
and VII of the Charter particularly envisage the Security Council and the range of actions it
may adopt when settling disputes.26 Chapter VI carves out a mandate to settle disputes
through peaceful means, such as negotiation and judicial settlement. In addition, according
to Chapter VI, the Security Council is also empowered to determine the severity of the dispute
brought before it and the impact international consequences of such a dispute.27 Chapter VII
goes on to highlight actions that can be adopted with respect to threats to peace, branches
of peace, and acts of aggression.28 This chapter further mandates the Security Council to
implement provisional measures directed as de-escalating conflict situations.29An ample case
24

Charter of the United Nations, 1945.
Ibid.
26
Ibid.
27
Ibid.
28
Ibid.
29
Ibid.
25

of the council’s invocation of Chapter VII is the authorizing and deployment of UN peace
operations into volatile post-conflict settings which is usually coordinated by the Department
of Peacekeeping Operations (DPKO).30
Pursuant to Article 41 of the UN Charter, the Council can call on its members to adopt
measures not involving the use of force to prevent or end violence.31 Some of these measures
include economic sanctions, arms embargoes, enforcing disarmament, or activating
international criminal mechanisms.32With respect to diplomatic tools, the Council is
mandated to investigate any dispute or situation that might lead to aggression between
states, with other non-state groups, or within states’ territories.33Besides diplomatic means,
the Council may also take military action against a state or other entity threatening
international peace and security, and may further decide on the deployment of troops or
observers.34 The Council may also decide upon the deployment of new UN peacekeeping
operations to be led by the Department of Peacekeeping Operations (DPKO).35 The Security
Council creates a peacekeeping operation by adopting a resolution that outlines the
mandate and size of a particular mission.36 The Council also cooperates with a number of
international and regional organizations as well as non-governmental organizations to
implement its decisions.37
Recent Sessions and Current Priorities
The Security Council continues to consider the country-specific situations on its agenda.
Some recent sessions of the Security Council include but are not limited to: The

30

UN Peacekeeping, Mandates and the Legal Basis for Peacekeeping.
Charter of the United Nations, 1945.
32
Malone, The UN Security Council: From the Cold War to the 21st Century, 2004, p. 111.
33
UN Security Council, Functions and Powers, 2019.
34
Charter of the United Nations, 1945.
35
UN DPKO, Forming a New Operation.
36
UN Peacekeeping, Role of the Security Council.
37
UN Security Council, Repertoire of the practice of the Security Council, 2019.
31

Humanitarian crisis in Yemen, as the Security Council is tasked mainly with the purpose of
maintaining international peace and security. In December 2020, the Council held its
monthly briefing to support the Hodeidah Agreement (UNMHA) which expires on the 15th
July 2021. Secretary-General António Guterres released a statement on 20th November
warning that “Yemen is now in imminent danger of the worst famine the world has seen for
decades” and called for urgent action “to stave off catastrophe”.38 This press statement,
among other points, urged the Yemeni parties to urgently endorse the UN-facilitated Joint
Declaration proposals without delay, condemned military escalations in Marib and Hodeidah
governorates and expressed deep concern that famine is a realistic prospect.39 UN officials
continue to highlight the growing risk of famine and have raised concerns about the impact
of the reported intention of the outgoing Trump administration to designate the Houthis as a
foreign terrorist organisation.
In addition, an Arria-formula meeting was held via VTC on “Youth, Peace and Security:
Capitalising on intergenerational dialogue to build and sustain peace and enhance social
cohesion at community levels”. It was organised by South Africa in cooperation with the
Dominican Republic, France, Niger, Saint Vincent and the Grenadines, and Tunisia as well as
the incoming members Ireland, Kenya and Norway. The meeting marked the fifth
anniversary of the adoption on 9 December 2015 of resolution 2250, in which 15 voted for,
none voted against, none abstained, none absent. This was the first thematic resolution that
deals with youth from an international peace and security perspective.
Also, the Security Council adopted Resolution 2558(2020) on the review of the UN
peacebuilding architecture. The resolution was substantively identical to General Assembly
resolution 75/201 adopted that same day. The joint resolutions welcomed “the progress made
in the implementation” of April 2016 resolutions on the last review of UN peacebuilding,
38
39

United Nations, Secretary-General’s Statement on Yemen.
UNSC, Security Council Monthly Report, Monthly Forecast. January 2021.

including through the relevant UN intergovernmental bodies, and by the entire UN system,
including through reforms, in particular, at the field level. The resolutions set out plans for a
high-level General Assembly meeting during its seventy-sixth session on the financing of
peacebuilding that should pursue “action-oriented outcomes”. A further comprehensive
review of UN peacebuilding will take place in 2025, according to the resolutions, which
request the Secretary-General to present an interim report in 2022, as well as a second,
detailed report in 2024 in advance of the review, and to continue to present a report every
two years following that review.
Furthermore, the Security Council unanimously adopted Resolution 2554,40 which renewed
the counter-piracy measures off the coast of Somalia for one year.41 Resolution 2554
authorises states and regional organisations cooperating with Somalia to use all necessary
means to fight against piracy and armed robbery at sea off Somalia’s coast.42
In October 2020, the Security Council marked 20 years of Resolution 1325 on Women, Peace
and Security.43 The UN Security Council marked two decades since the landmark Resolution
1325, which for the first time, enshrined the essential role of women in securing and
maintaining peace. In a world filled with conflicts, the Security Council commended women
who were working against tremendous odds to build and sustain peace. Twenty years since
its adoption, there have been important steps towards this vision, but progress has also been
moderate and met with backlash. Today, as the world grapples with the spread of COVID-19,
the need to prioritize peace is as urgent as ever. This is a timeline of select breakthroughs,
celebratory moments and shocking setbacks along the way in the long road to global peace
40

United Nations Security Council Resolutions, The situation in Somalia: Letter from the
President of the Council on the voting outcome
41
Letter from the President of the Security Council to the Secretary-General and the
Permanent Representatives of the members of the Security Council. S/2020/1173
42
Ibid.
43
The Security Council Resolution 1325 (2000), Landmark resolution on Women, Peace and
Security.

for women and girls. UN Secretary-General António Guterres in April 2020 appealed to end all
forms of violence everywhere and the Security Council called for prioritizing women in global
response efforts.44
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Improving Cybersecurity around National Defence Systems

“Episodes of cyber warfare between states already exist. What is worse is that there is no
regulatory scheme for that type of warfare, it is not clear how the Geneva Convention or
international humanitarian law applies to it.” -UN Secretary-General, Antonio Guterres,
201845
Introduction
The developments in Information Communication Technology (ICT) and the improvements of
state's power particularly in the economic, political and military fields have made cyberspace
an important aspect of the daily operations of Nations. Cyberspace is being referred to as the
fifth operational domain after the operation (war fighting) domains of land, sea, air and
space. Due to an increase in the importance of cyberspace and the development of
informatics system, there also has been a rapid increase in malicious movements and
attacks.46 In recent years, much reliance is being placed on the use of technology at national
and international levels which sometimes leaves various national and international
cyberspaces susceptible to cyber-attacks. This, therefore, poses a threat to the cyberspace of

45

The United Nations Group of Governmental Experts (GGE).
Mustafa Senol and Ertugrul Karacuha, "Creating and Implementing an Effective and
Deterrent National Cyber Security Strategy" (2020).
46

various nations thereby necessitating a need to improve the cybersecurity around national
defence systems of nations.
Cyber-attacks are often defined broadly as the unauthorized penetration of computers or
digital networks and these ranges in various forms from website defacement, to
denial-of-service attacks, to the theft of data and infiltration of computers and servers.47 A
distinction

must be made between cyber-attack and cyber exploitation as while

cyber-attacks are intended to prevent users from access to services or to disrupt
computer-controlled machines, cyber exploitation is conducted to obtain information from
computers by infiltrating such computers.48 It must be noted that most of these attacks do
not cause physical damage, but instead, often result in economic loss and sometimes to
increasing tensions among states. Cyber-attacks worldwide are becoming more complex and
frequent, and the economic and military damage caused is increasing.49 An example of an
economic cyber-attack is the “WannaCry attack" of 201750 in which computers of Microsoft
Windows Operating System data was encrypted and ransom demanded in bitcoin. This
triggered an estimated economic loss of $4 billion across the globe.51 An instance of a military
attack that resulted in the loss of lives is the Kinetic Military attack in 2019 by Israel Defence
Forces to counter an ongoing cyber-attack.52
Cyber security was defined by the International Telecommunication Union (ITU), an
organization of the United Nations as the collection of tools, policies, and technologies that
can be used to protect the cyber environment and organization and user’s assets. Cyber

47
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security was put in place to ensure the realization and safeguarding of the security properties
of the organization and user’s assets against relevant security risks in the cyber
environment.53
Over the years, there have been various cases of cyber-attacks, 2020 however recorded a
rapid rise in cases as over 120 cases of cyber-attacks were recorded against nations and
various organizations.54 Nations such as the United States of America, Pakistan, Russian,
Israel, Austria and various countries in the Middle East and South Asia were affected by these
attacks. In 2020, a series of cyber-attacks were carried out against various nations which
included the attack lasting several weeks against Austria’s Foreign Ministry by a suspected
nation; spyware infection of more than two dozen Pakistani government officials by the
Israeli NSO group; a breach of the network of two USA municipalities infiltrating user
information and establishing backdoor access for future compromise.55 In December 2020,
due to the territorial disputes between China, India, Nepal and Pakistan, unknown
state-sponsored hackers took advantage of this dispute to target government and military
organizations across South Asia, including the Nepali Army and Ministries of Defence and
Foreign Affairs, the Sri Lankan Ministry of Defence and the Afghan National Security Council
and Presidential Palace.56
There has been an increased dependence on the facilities and conveniences provided by the
development in cyberspace, information and communication technologies and this has
greatly helped in improving and shaping the world. However, there have been significant
damages that individuals, societies and countries have suffered as a result of cyber threats
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and attacks and this has caused great changes in the understanding of the notion of
security.57
In cyber space, the concept of “cyber-attack–cyber assault” was created from the intentions
and needs of a party to harm or adversely affect the information and informatics systems of
another party while the need to protect information and informatics systems from being
adversely affected by malicious acts and attacks has created the concept of “cyber
security–cyber defence”. The realization of the effects of these two concepts has led to
countries starting to develop and implement strategies and policies on cyber defence and
cyber-attack, and the concept of "cyber war" is fast becoming a recurring topic among
Nations. Cyber security, therefore, is an integral part of national security.58
Strategies, policies, and measures are being developed to prevent cyber-attacks by attackers
or hackers against users and national defence systems of Nations by putting in place
infrastructures required for the initiation and maintenance of cyber war as well as sufficient
training to use them well and discouraging those who might think about cyber-attacks or
war from pursuing such thoughts and action.59
International and Regional Frameworks
With the growing use of the internet in the past decade, there has been an increase in cases
of cyber-attacks and a need for international cooperation among the Member States to
devise a legislative framework addressing the issues of cyber-attacks and the scope of cyber
security among the Member States. This has been an issue of concern for international
security at least since 1998 when the Russian Federation first proposed a treaty in the United
Nations General Assembly which was adopted as Resolution 53/7060 on 4 January 1999 to
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reduce the risk of cyber conflict.61 During this period, only a few Nations had in place national
programmes for cyber security or cyber warfare.62
The Council of Europe's Convention on Cybercrime,63 also known as the “Budapest
Convention” was adopted in 2001 and is considered an international standard in the field of
cybercrime and electronic proof.64 The Convention functions as a guideline for developing
countries against Cybercrime, and also functions as a means of international cooperation
between states party to the treaty. The treaty is open to any country wishing to make use of it
in formulating its national legislation against cybercrime.65 Whereas countries have pushed
for a global convention under the United Nations, the Russian Federation has proposed a
“Draft United Nations Convention on Cooperation in Combating Cybercrime”66 in 2017. Still,
the framework of the UN is insufficient on cyber-security.67 There have however been a
number of region-specific frameworks put in place by regional organizations to combat
cyber-attacks and improve cyber security.
The Directive on security of network and information systems also known as the NIS Directive
is the first instrument of cyber security passed by the European Union (EU).68 The Directive
was adopted on July 6, 2016 and aims to achieve a common standard of network and
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information security amongst European Union states.69 The Directive took effect in August
2016.70
The North Atlantic Treaty Organization (NATO) adopted its first cyber-defence policy in 200871
and since then, Cyber-defence has received growing attention. NATO recognised cyberspace
as the new working base for terrorists, included resources to combating cyber-defence
through strategies and cyber defence cooperation”.72
Also, NATO established a Cooperative Cyber Defence Centre of Excellence (CCDCOE) that
conducts research and training as regards NATO’s policies and action plan against
cyber-attacks.73 In 2013, the CCDCOE prepared the Tallinn Manual Cyber Warfare, which
focuses on cyber war.74 The Tallinn manual has been updated as Tallinn Manual 2.0 (2017),
expanding its horizons on cyber threats and recurrent cyber-attacks against the national
defence of governments, the private sector, and citizens.75
The Agreement on Cooperation in the Field of International Information Security of the
Shanghai Cooperation Organization 2010,76 extended focus beyond cybercrime and
cyber-security to the inclusion of information security (INFOSEC) of Member States and
national control over cyber space as a part of its main objective. Realizing cooperation
according to this agreement proceeds from threats in the development and use of
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information as a weapon in conducting information war, information terrorism and
information crime. Further objectives are listed out in the agreement.77
In addition, the Association of South-East Asian Nations (ASEAN) has set up many
frameworks around cyber security with which to strengthen national defence, the ASEAN
government have implemented legislation and policies to ensure openness of the internet
while protecting national security in the cyber space. 78
Consequently, the Singapore-ASEAN Cyber security Centre of Excellence (ASCCE),79 launched
in 2019, aimed at enhancing cyber coordination across in hopes of introducing a unified
ASEAN perspective. The ASCCE is based on three pillars necessary to achieve its goals: the
strengthening strategy development through training and research of ASEAN states, the
enhancement of Southeast Asia with more national Computer Emergency Response Team
(CERT) training and the promotion of open-source information sharing among the CERTs.
Singapore has constantly invested in strengthening regional cyber security expertise since
the establishment of the ASEAN Cyber Capacity Programme (ACCP) in 2016. These in-region
commitments mean that ASEAN Member States may have less incentive for outside
investment at the risk of growing third-party influence. The new Singapore-UN Cyber
Programme aims at addressing these gaps by supporting ASEAN states to coordinate
national cyber policies, strategies, and operational practice.80
The Arab Treaty on Combating Cybercrime81 was adopted by the Arab League in December
2010 and came into effect in February 2014. The main objective of the treaty is to create a
duty on the Member States to criminalise online offences and prosecution of online offences
77
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alongside cybercrimes in their national legislation. The treaty also makes provision for
facilitating cooperation between its members in dealing with international cybercrimes.82 The
treaty aims to protect the security and interests of the Arab States by improving cooperation
among the Arab States in the aspect of combating information technology offences and to
ensure the safety of their communities and individuals. The treaty also bothers on judicial
co-operation amongst Member States and also covers information technology offences.83
In 2012, the African Union adopted the Draft African Union Convention on the Establishment
of a Legal Framework Conductive to Cyber security in Africa (Draft African Union
Convention)84 to encourage the provision and maintenance of human, financial, and
technological resources needed to expedite cybercrime investigations. Also, in 2014, the
African Union Convention on Cyber Security and Personal Data Protection85 was adopted.
This convention includes, among other things,
a call to African Union states to create and/or amend national laws to adequately
combat cybercrime, harmonize national laws, create mutual legal assistance treaties
(MLATs) where they do not exist, facilitate information sharing between states,
facilitate regional, intergovernmental, and international cooperation and utilize
existing means available to cooperate with other states, and even the private sector.86
The Economic Community of West African States (ECOWAS)Directive on Fighting Cyber
Crime within ECOWAS, adopted on 19 August 2011 implemented by ECOWAS Member States
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on 1 January 2014.87 The convention requires them to criminalize fraudulent access to and
remarkably fraudulently remaining in ICT systems.88
Role of the International System
The international community has recognised the importance of cyber security in
strengthening national defence and has taken different steps and actions to guard against
cyber threats, attacks and implement existing frameworks. In the international sphere, there
are a plethora of multilateral organizations that address cyber-security and cyber-defence
but just a minuscule to address the issue of cyber-security as it relates to national defence.89
The UN Institute for Disarmament Research (UNIDIR) in Geneva was one of the first to take
active participation in cyber security.90 As much as UNIDIR deals with disarmament, the
board of trustees endorsed the research agenda in 2018 for new weapon technologies as a
means to prevent, deter and respond to malicious cyber-attacks on the various governments
of Member States.
In 2004, the Group of Governmental Experts (GGE) on Developments in the Field of
Information and Telecommunications in the Context of International Security was set up by
the General Assembly First Committee.91 The GGE is a UN-mandated group of 15 professionals
appointed by the Secretary-General to examine cyber threats both potential and existing.92
The United States and other Western countries preferred a more restricted role of
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information security while Russia and its allies advocated for the First Committee to “address
a wider range of threats to include military, terrorist, and criminal uses of ICT.”93
In 2011, the Shanghai Cooperation Organisation (SCO) at the regional level presented an
“International Code of Conduct for Information security” to the General Assembly.94 The
proposed code of conduct contained provisions to prohibit for military purposes, internet
weaponry and other hostile activities the use of the internet.95 This supports national cyber
security and serves as a regulator.

Inadequacies of the International and Regional Frameworks
Over the years, various treaties and conventions have been adopted to improve the cyber
security of Member States. However, these various treaties have lapses and challenges in their
implementation.
Legal experts and human rights activists have incessantly postulated objections to the
Council of Europe's Convention on Cybercrime of 2001 also known as the “Budapest
Convention” because it threatens core civil liberties protections currently afforded to the
citizens of the United States of America. It is commonly critiqued for failing to provide
meaningful privacy and the scope covers much more than computer-related crimes. Also, a
"dual criminality" provision, whereby an activity must be contemplated as a crime in both
countries before cooperation can be demanded is absent from the treaty.
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Thus, the treaty would require the US law enforcement agencies to cooperate with foreign
law enforcement agencies even when such agencies are investigating an activity that is
perfectly legal in the US while constituting a crime in their territory.96
Furthermore, the treaty did not take the concerns of human rights groups into account as
the drafting of the treaty was conducted in a very secretive and undemocratic manner. As a
result, the treaty seems to be more of a “wish list” for law enforcement than an international
instrument that actually respects human rights already enshrined in many international
conventions, such as the European Convention of Human Rights 1950 and the Universal
Declaration of Human Rights 1948. As at this time, no major European country has ratified
this treaty. The US government’s support for the ratification of the Budapest Convention, a
highly contentious treaty in Europe, appears to be a bid for more influence.97
Another piece to be examined is the ECOWAS Directive on fighting cybercrime within
ECOWAS. Depending on the interpretation of the term “fraudulent” by national courts, the
applicability of provisions within the Draft Directive may well be limited compared to
international standards. This is often supported by the fact that the term "fraudulent" is more
focused on gaining pecuniary benefits in comparison to "illegal", "without right" or "without
authorisation". Based on the explanations given in the preamble that is often focused on
fraudulent activities, it is uncertain if the drafters of the Directive intended to widely
criminalise cybercrime offences whether or not they are committed fraudulently but "illegal"
or "without authorisation". A change is therefore needed if a criminalisation similar to the ITU
Toolkit for Cybercrime Legislation and also the Budapest Convention is intended.98 The Draft
Directive, unlike the ITU Toolkit for Cybercrime Legislation and the Budapest Convention,
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does not have a clear collection of protections. Taking into account the possible impact of the
application of procedural instruments, safeguards play an important role.99
The Arab Treaty on Combating Cybercrime has some controversial provisions such as the
requirement in Article 21100 to have stricter penalties for traditional offences if they are
committed online and the long list of regulations relating to user monitoring and data
collection.
Article 17 on copyright infringement is another controversial provision of the Treaty as this
provision is completely unnecessary because copyright law regulates copying and making a
work available to the general public in any medium.101
For Member States to be compliant with the Directive on Security of Network and
Information Systems also known as the NIS Directive, the structure of the Directive requires
coordination between the Member States and this requirement is not only cooperation
nationally between the single point of contact of each Member State and the CSIRTs but also
among governments and enforcement agencies of Member States. The cooperation is
anticipated on many levels beginning with the CSIRTs to create a CSIRTs network to
effectively exchange information and support one another, and also between national
competent authorities that need to assess the compliance of operations of essential services
and this poses a challenge in implementing the Directive.102
Lastly, the provisions and structure of the NIS Directive means that even though it is a legally
binding act, it requires each Member State to implement the set of objectives and further
conditions in its national legislation. This unavoidably presents a further level of difficulty in
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ensuring that there is a high level of common security of network and information systems
across the European Union.103
Plausible Threats to National Defence and the Nexus in Maintaining Cyber-security
Every nation faces threats. Threats to national defence are varied and they don’t discriminate
when looking for a target.104 The field of national security protects against such threats.
National security safeguards not only citizens but also the economic stability of national
institutions.105
Cyber security threats to national defence seek to steal data, damage data and disrupt the
digital life of Member States and their national defence in general. As the world keeps
evolving digitally, wars have moved from the physical space to cyber space through mediums
such as data breaches, paralyzed systems, Denial of Service (DoS), electrical blackouts, failure
of military equipment, theft of valuable sensitive data and medical records, Advanced
Persistent Threat (APT) and Man in the Middle (MitM) which is the most common form of
cyber espionage which is the most current way of infringing on a Member States’ national
defence and it is done by obtaining secrets and information without the permission and
knowledge of the holder of the information.
Consequently, to defend against this cyber-attack: a multi-layered strategy, investment in
people, policies, processes, facilities and of course technology. It is possible to achieve a high
level of defence and success in national defence with the right strategy.
The terrorist of tomorrow may be able to do a whole lot more with a computer than with a
gun.106 Cyber security deals with safeguarding the cyber space while the national defence has
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to do with safeguarding national security. In essence, both deal with the security of a nation
both physical and online, in all entirety and are inter connected.
Government has an important role in helping to address both cyber security problems and
issues that bother national security. The worldwide internet is a global supply chain in which
important elements of IT are created and sold around the world does not have physical
borders but the world is centred on nation-states and national governments, and every
physical piece of information technology is located somewhere. Consequently, one might
expect cyberspace-related tensions to arise between nations exercising sovereignty over their
national affairs and interacting with other nations,107 this is where cyber security and national
defence are juxtaposed.
Cyber security is vital to protecting all modern-day military forces weapons that are
increasingly coordinated through computer-based networks. Cyber security arises due to the
presence of malevolent actors108 which can also be seen in national defence but this time in
cyberspace and heavy governmental reliance on IT for many important functions.
The importance of cyber security in national defence cannot be over emphasized. With the
increasing importance of cyber-space to a nation, consequently, it is far from secure today.109
Thus, cyber security is important in national defence strategy because it encompasses
everything that pertains to protecting the sensitive data of its citizens and military personnel,
personally identifiable information (PII), protected health information (PHI), intellectual
property amongst other things.110
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Due to the massive increase of cyber-attack on national defence, it is becoming an inevitable
topic of discussion in these past years and shall prelude the upcoming years.111 In the past
years, cyber security and national defence have been transformed from a concern chiefly of
computer scientists, act of physical war and information system managers to an issue of
pressing national importance. The nation's critical infrastructure, such as an electric power
grid, traffic control system, financial system, and communication networks, depends
extensively on information technology (IT) for its operation.112
Cyber security is not a topic that is new to the national agenda, it has been from the
onslaught. The ability to manage the perks of cyber security around national defence is vital.
Marco Ciapelli once said, “let’s face it: the future is now. We are already living in a new age of
cyber-society, so we need to stop pretending that it is not affecting us.”
Responding to Cyber-attacks
A debated issue in international law is determining when states may legally respond to
cyber-attacks in self-defence. While the law of war is based on well-established and generally
accepted concepts, applying these principles to cyber-attacks can be difficult. This issue
arises out of the fact that the law of war developed, for the most part, in response to
traditional wars between states.113
Evaluating armed attacks in this paradigm has made it straightforward to assess the scope of
an attack and the identity of an attacker. Regrettably, cyber warfare has become a hot topic
in international law which has made states reluctant in combating cyber-attacks due to fear
of violating the law of war.114
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Given the doubtless harmful consequences that cyber-attacks can cause, states must be
ready to effectively defend their vital infrastructure from attack. The foremost effective way to
block cyber-attacks is to use a layered defence of active and passive defences. Sadly, states
deliberately choose to confine their computer defences to passive defences alone, partially
out of fear that using active defences violates the law of war.115
Presently,

no

comprehensive

international

accord

exists

to

manage

cyber-attacks.

Consequently, states should observe law by analogy: either by equating cyber-attacks to
traditional armed attacks and responding to them under the law of war or equalising them to
criminal activity and dealing with them under the applicable domestic criminal laws of
states. The prevailing view of states and legal scholars is that states should treat cyber-attacks
as a criminal matter out of uncertainty over whether or not a cyber-attack will even qualify as
an armed attack, and also due to the fact that the law of war requires states to attribute an
armed attack to another government or its agents before responding with force.116
Active defence is an alternative that can be employed in defending against cyber-attacks. Not
only can active defences greatly improve state cyber defences, but it also logically follows that
using them can serve as a deterrent and warning to cyber attackers since attackers would
not want to be subjected to retaliation. The law of war limits defence to passive defence.117
For two reasons, this narrow interpretation of the rule of war is problematic. The first reason is
that active defences are a form of electronic force, this limited view, therefore, confines state
computer defences to passive defences alone, which weakens state defence posture. Second,
it forces states to rely on domestic criminal laws to discourage cyber-attacks, which are
ineffective because several major states are unwilling to extradite or prosecute their
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attackers. Given these issues with the prevailing view of the law of war, states find themselves
in a “response crisis” during a cyber-attack, forced to decide between the less effective, but
legal passive defences and criminal laws and the effective but arguably illegal active
defences.118
Reprisals, also known as proportionate countermeasures, provide another way for states to
deal with illegal use of force against them. As mentioned earlier, no accord exists on what
constitutes an armed attack, which means that a cyber-attack might be seen as a use of force
below the armed attack threshold. As a consequence, it’s critical to investigate states’ rights
to respond to unlawful uses of force against them that aren’t accompanied by an armed
assault.119
Reprisals which are exceptions to the general rule that states are required to solve their
disputes peacefully enable victim-states to take normally unlawful actions against another
state once the opposite state is violating its international obligations concerning the
victim-state. Reprisals must comply with three criteria. These are: In the first place
[countermeasures] should be taken in response to a previous international wrongful act of
another State and should be directed against that State. Secondly, the victim state must have
demanded that the state that committed the unjust act stop doing so or make restitution.
Finally, the consequences of a countermeasure must be proportional to the harm caused.120
Conclusion
Cyber threats and attacks towards national defence systems have been on a rapid increase as
cyber attackers can most times get away with such attacks due to victim Nations trying to
abide by the international standards of the law of war. The issue presently is how to enact an
all-encompassing legal and institutional framework that thoroughly addresses the issue of
118
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cyber-attacks. Governments of Member States need to understand that there is a need to
cooperate to improve the cyber security around national defence systems of Nations.
The United Nations and Security Council recognises the growing need to actively combat and
respond to cyber-attacks as well as improving cyber security and thereby calls upon the
Member States to work together towards achieving this goal.
Further Research
What is the role of technology and the internet in improving the cyber security of Member
States

around

National

Defence

Systems?

How

can the Member States prevent

cyber-attacks? What solutions based on recent advancement in technology are available to
the Member States to tackle cyber-attacks? How can cooperation be fostered among the
Member States to improve cybersecurity? After examining the legal frameworks and their
shortcomings, what clauses should be included in future frameworks to ensure a lasting and
comprehensive solution? How effective can cyber security be in strengthening national
defence? How can cyber-threats be detected? How can response to cyber threat be a
national strategy? How to detect cyber threats and respond to them as part of a national
strategy? What are the major challenges that would be faced by Member States in merging
cyber security and national defence? Are there conventions or standard frameworks that
Member States believe need to highlight needs to be amended for future purposes?
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important?

Available

https://www.southsix.com/blog-posts/why-is-cybersecurity-important(accessed

14

at
January

2021).
Focal point centred on how do cybercrimes occur, the cost of cybercrime, the fight
against cybercrime and how to stay secure away from cybercrime by training of
employees, use of a VPN, beef up Firewall, as well as working hand-in-hand with
professionals of IT.
The Doha Declaration: Promoting a culture of lawfulness, Cyberterrorism (2019), available at
https://www.unodc.org/e4j/en/cybercrime/module-3/key-issues/international-and-regional-ins
truments.html(accessed 13 January 2021).
This article highlights existing international and regional frameworks and discusses
the need for Nations to cooperate towards drafting a comprehensive and all
encompassing legal and institutional framework aimed towards improving the
cybersecurity of Member States.
Tikk-Ringas, E., Developments in the Field of Information and Telecommunication in the
Context of International Security: Work of the UN First Committee 1998-2012, available at
http://www.ict4peace.org/wp-content/uploads/2012/08/Eneken-GGE-2012-Brief.pdf(accessed
14 January 2021).

Although this policy brief published by the ICT4Peace foundation is already 9 years
old, it is a great resource to learn how the topic of cyber security has evolved
historically within the UN system. It is particularly helpful because it helps delegates
to understand the role of the UN General Assembly First Committee in this context
and outlines very clearly what the body has been able to do within the boundaries of
its mandate and which impediments prevail. Nonetheless, delegates should use this
document only as a starting point for their research of the committee’s work in more
recent years.
United Nations Institute for Disarmament Research (UNIDIR), “The Cyber Index: International
Security

Trends

and

Realities”

available

at

http://www.unidir.org/files/publications/pdfs/cyber-index-2013-en-463.pdf(accessed 12 January
2021).
This publication explains the meaning of cyber-attack and the targets of
cyber-attacks. The publication also briefly highlights some forms of cyber-attacks.
Lastly, the publication discussed the fact that cyber-attacks in most situations cause
economic losses and political instability as opposed to physical harm which is the
result of most other attacks.
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The Use of Chemical Weapons in Conflict and Non-Conflict Situations

The use of chemical weapons anywhere, by anyone, under any circumstances, is intolerable
and a serious violation of international law. Impunity for their use is unacceptable. There can
be no justification for the use of these abhorrent weapons. We must remain united and
determined in preventing their use, or the threat of their use. We cannot allow ourselves to
become inured.
-António Guterres. Secretary-General of the United Nations.121

Introduction
The Use of Chemical weapons is highly frowned upon by the international community. Since
their modern use began during the First World War, it has been a subject of international
discussions and actions for decades. However, despite the successes the international
community has recorded in combating its use through law-making and creation of
specialized committees, there are still recorded use of chemical weapons by states both in
conflict and non-conflict situations. This calls into question the implementation regime of the
current international instruments prohibiting the use of chemical weapons particularly the
Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on Their Destruction, commonly known as the Chemical Weapons
Convention (CWC).
In detail, the Organisation for the Prohibition of Chemical Weapons (OPCW), which is the UN
body primarily charged with the responsibility of implementing the CWC, has achieved many
successes so far in the eradication of chemical weapons. To begin with, almost the totality of
states, hosting 98% of the global population, are parties to the CWC.122 95% of declared
121
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Warfare, 30 November 2020.
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chemical weapons are also no longer in existence.123The aim is to completely eradicate the
use of chemical weapons, which are defined by the CWC as “toxic chemicals and their
precursors, except where intended for purposes not prohibited under this Convention” and
“munitions and devices, specifically designed to cause death or other harm through the toxic
properties of those toxic chemicals.”124
In spite of these forward strides, many challenges to the complete eradication of chemical
weapons persist. Most notable, is the fact that although States parties are required to declare
any weapons they possess,125 there have been instances where undeclared chemical agents
were found in countries that were deemed to have already adhered to the CWC,126 raising
questions about the effectiveness of the CWC. Also, some states are not party to the CWC and
do not have the obligation of declaring and eliminating its stockpiles. Finally, the Security
Council as the custodian of world peace also recognizes the importance of strengthening its
strategy to face emerging challenges posed by non-state actors, such as terrorists, and
scientific and technological developments.127

International and Regional Framework
Efforts at prohibiting the use of chemical weapons began as early as 1899 with the Hague
Declaration concerning Asphyxiating Gases which was the first law to forbid the use of gas in
warfare. This declaration was followed by a series of bilateral and multilateral agreements
prohibiting including the Treaty of Versailles 1919 and the Treaty on the Use of Submarines
and Noxious Gases in Warfare 1922 which were all promulgated to achieve the same end.
123
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Nonetheless, more coordinated international legal efforts to address the use of chemical
weapons began in 1925, when the League of Nations promoted the Conference for the
Supervision of the International Trade in Arms and Ammunition and Implements of War,
which promulgated the Protocol for the Prohibition of the Use of Asphyxiating, Poisonous or
Other Gases, and of Bacteriological Methods of Warfare, popularly referred to as the Geneva
Protocol.128 The major purpose of the Protocol was to make the prohibition of chemical
weapons to be universally accepted as a part of international law, and binding like state
practice.129
However, a major setback in the relevance of this legal instrument was that Member States
were not prohibited from continuing to use chemical weapons against countries that were
not parties to the Protocol.130 During the 1960s, the UN General Assembly adopted various
resolutions to promote adherence to the Protocol and eradicate the use of such weapons,
one of such effort is the

131

, which designated the use of both chemical and biological

weapons to be against international law.132 Although negotiations about the introduction of
another instrument proceeded, the CWC did not enter into force until 1997.133

The CWC on its part mandates its state parties pledge to not develop, acquire, use, or transfer
chemical weapons, and to destroy already existing chemical weapons and their production
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facilities.134 Through the instrumentality of the CWC, the OPCW was also established to carry
out and implement provisions of the Convention, with the cooperation of and between state
parties.135 Moreover, the Convention requires state parties to establish a National Authority
within their respective jurisdictions, which will serve as the main point of contact between
the state and OPCW, and facilitates inspections, issues declarations, and coordinates national
implementation of the Convention.136
The UN Security Council on its part has also adopted relevant resolutions pertaining to the
issue of chemical weapons, one of which is the 2004 resolution 1540 which requires member
states to adopt adequate national legislation and to improve border controls for the
prevention of non-state actors from acquiring and using Weapons of Mass Destruction
(WMDs), including chemical weapons.137 This resolution also established a committee of the
Security Council, known as the 1540 Committee, to supervise the effective implementation of
its provisions.138
In the same vein, addressing the issue of the use of chemical weapons has deep foundations
in international human rights and humanitarian laws. Notably, international human rights
instruments beginning with the UDHR,139ICCPR140 to regional instrument like the European
Human Rights Charter,141 the African Charter on Human and Peoples Rights,142 and the
134
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Inter-American Convention on Human Rights143 all guarantee and protect the right to life and
dignity of human person. Similarly, International Humanitarian Laws also forbids the use of
chemical weapons evenduring wars.144 The indiscriminate nature of the application of
chemical weapons naturally violates the rights envisaged in these documents. Therefore,
while humanitarian laws provide a foundation for the prohibition of the use of chemical
weapons in conflict situations like war, the protection of human rights through the
aforementioned international instruments provides a strong basis against the use of
chemical weapons against civilians and in non-conflict situations.
Likewise, addressing the use of chemical weapons also have a strong link with the 2030
Agenda for Sustainable Development. Disarmament can support progress on a wide range of
SGDs including SDG 16 (peace, justice and strong institutions), SDG 3 (good health and
well-being), SDG 4 (quality education), SDG 5 (gender equality), SDG 8 (decent work and
economic

growth),

SDG

10

(reduced

inequalities),

SDG

11

(sustainable cities and

communities), SDG 14 (life below water), SDG 15 (life on land), and SDG 17 (partnerships for the
Goals).145 For example, with respect to SDG 3, disarmament and prevention of the use of
chemical weapons can reduce the impact of conflict on human health. Similarly,
gender-responsive disarmament can reduce violence against women and girls, in line with
SDG 5. Similarly, disarmament also supports SDG 14 and SDG 15 by reducing the impact of
weapons on the environment, since previous testing and use of chemical weapons usually
contaminate the environment. Finally, disarmament will discontinue the practise of spending
resources on creating such weapons and draining resources from sustainable development
efforts thereby supporting SDG 11.
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Role of the International System
The Organisation for the Prohibition of Chemical Weapons (OPCW) is the primary
international organization charged with the responsibility of eliminating the use of chemical
weapons. To achieve this aim, OPCW operates based on four primary pillars which are
universality; verification of chemical weapons destruction; protection and assistance against
chemical weapons; and cooperation for the use of chemistry for peaceful purposes.146 OPCW
assists Member States in shaping their national legislation to implement the CWC and it also
promotes capacity-building programs.147In 2000, OPCW and the UN signed a Relationship
Agreement, to further ensure cooperation and prevent duplication of efforts.148
Another actor within the UN system charged with the responsibility of addressing the issue
of chemical weapons is the UN Office for Disarmament Affairs (UNODA).149 The UNODA
promotes and coordinates disarmament efforts regarding WMDs, gathers relevant data and
information on disarmament, and promotes cooperation with regional and national
stakeholders.150 OPCW and UNODA are part of the Counter-Terrorism Implementation Task
Force.151 Furthermore, the UN Interregional Crime and Justice Research Institute created the
Chemical, Biological, Radiological, and Nuclear Risk Mitigation and Security Governance
Programme to respond to both criminal uses and accidents, and to coordinate with other
organizations in responses to the use of chemical weapons.152
There have also been resolutions that highlight the role of the international system in
addressing the issue of chemical weapons. These include the 2016 General Assembly
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resolution 71/59 inviting Member States to reaffirm and promote the 1925 Geneva Protocol, as
well as the resolution 71/69, which condemned the use of chemical weapons in Syria and also
called for the full implementation of the CWC.153 Also, the Resolution 71/250 in 2017 on the
“Cooperation between the United Nations and the Organization for the Prohibition of
Chemical Weapons”.
On its part, the Security Council has also been debating the issue, these led to its resolution
2235 of 2015 condemning the use of chemical weapons in Syria and pledged to identify the
actors responsible, creating an OPCW-UN Joint Investigative Mechanism to achieve this
goal.154 Furthermore, Security Council resolution 2325 of 2016 reiterated the relevance of the
1540 Committee and promoted strengthened regional and international cooperation in
eradicating chemical weapons, with a particular focus on combating terrorism.155
At the regional level, in 2004 the African Union issued the Solemn Declaration on a Common
African Defence and Security Policy, recognizing the use of WMDs as a common threat and
promoting the peaceful resolution of conflicts.156The OPCW and the African Union also signed
the 2006 Memorandum of Understanding on Cooperation between the Technical
Secretariat and the Commission of the African Union, renewed shared efforts to put into
practice CWC provisions and raise awareness about chemical weapons among Member
States.157
153
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Similarly, the European Union (EU) issued a report on “EU Support to the Full and Universal
Implementation of UN Security Council Resolution 1540 (2004)” in 2016, which highlighted
the EU’s continued efforts to hinder the transfer of WMDs.158 The EU controls its chemical
exports in accordance with Council Regulation (EC) 428/2009, which provides rules and
guidelines for dealing with dual-use items.159 The EU also supports the work of OPCW; it
funded the Organisation’s recent activities in Syria, such as the Fact-Finding Mission sent to
the country to investigate the use of chemical weapons.
Ensuring Adherence to International Prohibition on the Use of Chemical Weapons

Chemical weapons are munitions and other devices which use the toxic effects of chemicals
on living organisms to cause death or other harm.160 It is as a result of this that the
Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on their Destruction161 was adopted. Article XII paragraph 1 states
that the Conference shall take the necessary measures to ensure compliance with this
Convention and to redress and remedy any situation which contravenes the provisions of this
Convention.162 Paragraphs 2, 3 and 4 of this Article further provide the measures which could
be employed to ensure compliance. These measures included (upon the recommendation of
the Executive Council) restricting or suspending the State Party’s rights and privileges under
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the Convention until it undertakes the necessary action to conform with its obligations under
this Convention.163
Paragraph 3 of the Convention also provides that in cases where serious damage to the
object and purpose of this Convention may result from activities prohibited under this
Convention, the Conference may recommend collective measures to States Parties in
conformity with international law.164 In addition to these measures, paragraph 4 of the
Convention stipulates that the Conference also had the authority to bring certain cases to the
attention of the United Nations General Assembly and the United Nations Security Council.165
These sanctions are not the only way the adherence to international frameworks on the
prohibition on the use of chemical weapons can be assured. Article VII, paragraph 5 of the
convention requires information to be given to the Organisation for the Prohibition of
Chemical Weapons (OPCW) on the national implementation measures of a State Party.166 This
will exert a certain degree of pressure on a State Party to change its behaviour, provided the
information reveals incorrect behaviour and cannot be covered by confidentiality rules.167
Questions have been raised as to how to ensure compliance to the prohibition of the use of
chemical weapons in conflict and non-conflict situations by States who are not parties to the
convention. It has been said that Article 39 of the UN Charter which states that the Security
Council shall determine the existence of any threat to the peace, breach of the peace, or act
of aggression and shall make recommendations, or decide what measures shall be taken to
maintain or restore international peace and security applies in this case.168 Thus, in Resolution
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2118 (2013) regarding the situation in Syria, the Security Council decided to impose measures
under Chapter VII of the UN Charter in the event of non-compliance with the Resolution,
thereby sanctioning prospective non-compliance with chemical disarmament in Syria at a
time the Convention had not yet entered into force for it.169
Transparency and Accountability in Complying with the CWC
An apparent challenge to the total eradication of chemical weapons is that States parties
may violate the CWC and not fully declare their chemical weapons stockpiles. Full
transparency is not the norm as countries often stockpile in pre-emption of wartime usage.
Without these countries’ declarations, the OPCW cannot accurately account for chemical
weapons stockpiles. This has already happened as some countries that initially declared some
stockpiles have been found in possession of undeclared dangerous chemicals. This is why the
need for transparency and accountability by States when complying with the CWC is
necessary.
The United States in a bid to be transparent and accountable in compliance with the CWC
published an executive summary in 2020.170 This executive summary contained a report of
2020 Adherence to and Compliance with Arms Control, Non-proliferation, and Disarmament
Agreements and Commitments.171 When other countries formally raised a compliance
concern regarding U.S. implementation activities, the United States reviewed the matter to
confirm its actions were in compliance with its obligations under the Convention on the
Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and
on their Destruction (Chemical Weapons Convention or CWC).172
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Other Member States are encouraged to also publish these sorts of reports where they
honestly state stockpiles in their possession. These reports should also include the attacks
with the use of chemical weapons by non-state actors. In addition, the reports should also
contain the local measures being taken against the use of chemical weapons in conflict and
non-conflict situations as well as the progress being made in ensuring sustenance so far.
Use of Chemical Weapons by Non-State Actors
The use of chemical weapons by non-State actors is a prevalent issue of concern as long as
the prohibition of chemical weapons is concerned. Several civilian-based terrorists threaten to
use and have often actually used these chemical weapons in various countries of the world.
The use of chemical weapons by a non-State actor is also prohibited as a matter of customary
international law.173
The most recent examples of insurgent use of Chemical Weapons were in Iraq in February
and March 2007.174 In these attacks, canisters of liquefied chlorine were incorporated into
vehicle-borne improvised explosive devices in several attacks, one of which, on 21 February
2007, left several dead and scores suffering from exposure to the dispersed chlorine in an
area of Baghdad.175 In each of these attacks, varying quantities of the chemical agent were
detected as the explosives ruptured the chlorine tanks and dispersed the chemical agent.176
Regardless of the poor terms in which these chemical weapons were used in these attacks, it
is still evidence of the improvised nature of terrorist attacks. These chemical weapons also
resulted in injury, chaos, as well as a considerable amount of psychological damage. It is
therefore important to discover how these non-State actors acquire chemical weapons.
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A terrorist group could steal less-toxic chemicals from industries as well as research
facilities.177 Widely used less-toxic chemicals in civilian application, such as chlorine, would be
easiest to steal or buy as this would create little or no suspicion on the part of the
government. These terrorist groups could also acquire abandoned chemical weapons, which
are still being recovered in some countries such as China and Iraq.178 In addition, non-State
actors could indigenously manufacture these chemical toxins using commercially available
civilian technologies as well as some expertise in molecular biology, chemistry, and
engineering to synthesize the most lethal agents.179 Another way non-State actors could lay
their hands on these chemical precursors, equipment, delivery systems as well as chemical
agents is from a sympathetic government.180
The OPCW has expressed its concern about non-State actors’ continued interest in the
development, acquisition and use of chemical weapons, and the potential for this threat to
increase over time.181 The OPCW also emphasised the importance of all States Parties
adopting the necessary measures to ensure that toxic chemicals and their precursors are not
used for purposes prohibited by the Convention.182 In response to the OPCW’s concerns,
countries should tighten their security as regards civilian purchase and utilization of these
toxic chemicals. Also, as regards the transportation of such toxic chemicals, countries should
endeavour to strengthen their security at the airport so as to prevent their transportation
from one State to the other. This can be achieved by keeping bulk access points under proper
controls and monitoring distributions as well as keeping actual chemical warfare agents and
certain precursor chemicals banned under the terms of the CWC.
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Standardized International Responses to the Use of Chemical Weapons
Not all international frameworks for the eradication of the use of chemical weapons in
conflict and non-conflict situations are widely accepted by the international community. It is
also a general principle that international law is largely based on consent. Quite a number of
international frameworks exist which prohibits the use of toxic chemicals as well as gases.
The 1899 Hague Declaration concerning Asphyxiating Gases which was ratified by 31 States
was the first treaty to outlaw the use of gas in warfare.183The Convention on the Prohibition of
the Development, Production, Stockpiling and Use of Chemical Weapons and on their
Destruction (Chemical Weapons Convention or CWC) codified an international norm against
chemical weapons, to which all States must adhere.184Article 171 of the 1919 Treaty of Versailles
stipulates that “The use of asphyxiating, poisonous or other gases and analogous liquids,
materials or devices being prohibited, their manufacture and importation are strictly
forbidden in Germany”.185 Other frameworks include the Treaty on the Use of Submarines
and Noxious Gases in Warfare186, Geneva Gas Protocol187, Treaty of Peace between the Allied
and Associated Powers and Bulgaria188, Biological Weapons Convention189, ICC Statute190 and
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ILA Draft Convention for the Protection of Civilian Populations against New Engines of
War.191
It is quite obvious that international frameworks on the prohibition of the use of chemical
weapons in conflict and non-conflict situations are in abundance. However, there is no
unified or standardized international framework which all States are obligated to follow.
Countries of the world are therefore called upon to ratify the Chemical Weapons Treaty,
seeing as it the most widely accepted framework on the prohibition of the use of Chemical
weapons in conflict and non-conflict situations. Also, countries that made reservations to this
convention are advised to withdraw them as most of these reservations could give room for
mischief.
Conclusion
Although the international community has made considerable progress in addressing the
use of chemical weapons, there are still aspects that can be improved upon. Issues like
increased adherence to the CWC and transparency are still prominent. Additionally, curbing
the non-state actor's access to certain chemicals that are dangerous is also one of the issues
that needs addressing. Delegates should look into the further questions for areas to
brainstorm on and certain unanswered queries with respect to the regime governing the
prohibition of chemical weapons.
Further Research
What alternatives can states embrace to totally eradicate the use of chemical weapons even
in non-conflict situations? How can the international community improve supervision of the
implementation of CWC by member states? What can be done to address the potential
threat of undeclared chemical weapons? What are the best strategies to address the new
191
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and emerging issues relating to chemical weapons? How can the international community
efficiently identify and respond to threats relating to the re-emergence of chemical
weapons? How can countries supervise the trade of chemicals in order to prevent them from
getting in to the hands of civilian-based terrorists? How can cooperation with the chemical
industry help prevent chemical weapons proliferation and promote peace?
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