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Letter from the USG 

Dear Delegates,  

 

It is my pleasure to welcome you to this year’s Lagos Model United Nations (LMUN) conference. This year symbolizes many 

things for us at LMUN but most importantly, it is our fifth year and our fifth session. LMUN is a platform for youths to 

innovate, debate and take action to create the world that they want, while developing skills in leadership, public speaking, 

diplomacy, critical thinking, research and teamwork. This has been our mission for the last four years and we hope to achieve 

this and more this year. 

  

The world has only ten years to achieve its goals on global issues including security. Yet, there is still a lot to be done. The 

task ahead is not an easy one, so everyone must play their part. It is my hope that delegates embrace this duty and strive to 

create solutions to the issues before their committees. Furthermore, it is my hope that this desire to make impact transcends 

beyond this conference.  

The staff for the Security Council are: Adedokun Titilope Ayo (Under Secretary-General); Chikamso Ononuju (Chair); Fayinka 

Abisola Tiwalade (Vice Chair); Keshinro Oluwalani Deborah (Researcher); and Sofekun Ayomide Babatunde (Researcher).  

 

Titilope was a delegate at LMUN 2017 & 2018, where she won Position Paper and Distinguished Delegate awards. She was 

also a Vice Chair at LMUN 2019. She served as a delegate at National Model United Nations New York 2019, where she won 

the Position Paper award and co-won the Outstanding Delegation award. In 2020, she served as a Chair at Geneva 

International Model United Nations. Chikamso is a 500 level law student at the University of Lagos and has served as 

Delegate, Researcher and Rapporteur of the Security Council in LMUN. She was a delegate at National Model United Nations, 

New York 2019, winning a Position Paper Award and was part of the team that won an Outstanding Delegation Award. She is 

passionate about social impact and co-founded the Youth Sustainability Development Conference (YSDC). Abisola is a 500 

level law student at the University of Lagos. She was an Honorable Mention delegate at LMUN 2018. She also participated at 

the 28th All African Moot Court Competition 2019 and an octo-finalist at the Pan African Universities Debate Championship, 

2019 in Ghana. Ayomide is a 400 level law student at the University of Lagos, with staunch interests in the SDGs and Human 

Rights. He was a delegate at LMUN 2019 where he was awarded the Distinguished Delegate. Oluwalani is a 300 level law 

student at the University of Lagos. She was a delegate at LMUN 2019 where she won the Distinguished Delegate award. In 

2018, she was a delegate at the American Model United Nations in Chicago. 

 

The Security Council has the primary responsibility of maintaining international peace, security and stability. The Security 

Council is currently the only United Nations body whose resolutions and decisions are binding on all Member States.  

The topics to be discussed by the committee are:  

I. Cyber-Espionage and Cyber-Terrorism in the 21st Century 

II. Women in International Peace and Security 

 

The Background Guide is one of the first steps to research at LMUN. However, delegates must note that it is not to serve as a 

replacement for their individual research. Therefore, delegates are encouraged to conduct research outside of the 

Background Guides. Delegates are also advised to make use of the Further Research, Annotated Bibliography and 

Bibliography parts of the Background Guide to aid their research. In addition to this, delegates are encouraged to use the 

Delegate Prep Guide and the Rules of Procedure for their preparation towards the Conference. These documents are available 

on the LMUN website – www.lmun.ng.  

 

In order to further prepare for the conference, each delegate or delegation is to submit a Position Paper on the date 

communicated after registration and assignment of country and committee, in accordance with the position paper guide.  

If you have any questions or concerns regarding your preparation for the committee or the Conference itself, please contact 

me at - usgpeacesecurityhr@lmun.ng or the committee at - sc@lmun.ng. 

 

We look forward to seeing you at the LMUN 2020 Conference! 

 

Adedokun Titilope Ayo 

USG Peace, Security and Human Rights, LMUN 2020 

http://www.lmun.ng/
mailto:usgpeacesecurityhr@lmun.ng
mailto:sc@lmun.ng
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Abbreviations 

AI Artificial Intelligence 

ARF ASEAN Regional Forum 

ASEAN Association of Southeast Asian Nations 

CEDAW Convention on the Elimination of all forms of Discrimination against Women 

CSIS Centre for Strategic and International Studies 

CTITF Counter-Terrorism Implementation Task-Force 

ECOWAS Economic Community of West-African States 

EU European Union 

GA General Assembly 

ICJ International Court of Justice 

ICT Information and Communication Technology 

INFOSEC Information Security 

ISIL Islamic State of Iraq and the Levant 

MINURSO United Nations Mission for the Referendum in Western Sahara 

MLAT Mutual Legal Assistance Treaties 

NATO North Atlantic Treaty Organization 

SADC Southern African Development Community 

SCO Shanghai Cooperation Organisation 

T-CY Cybercrime Convention Committee 

UN United Nations 

UNAMID United Nations Hybrid Operation in Darfur 

UNESCO United Nations Educational, Scientific and Cultural Organisation 

UNIDIR United Nations Institute for Disarmament Research 

UNODC United Nations Office on Drugs and Crime 

USSR Union of Soviet Socialist Republics 
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Committee Overview 

“A nation has the right to defend itself, but when it comes to the broader issue of peace and 

security, the legitimacy rests only with the Security Council.” – Kofi Annan, former 

Secretary-General of the United Nations.1 

Introduction 

The United Nations (UN) was established after the Second World War that shook the world 

with its effects and brought ruin to many individuals and states.2 It was created as an 

intergovernmental organisation with the mission of maintaining international peace and 

security, creating conditions conducive to economic and social development and advancing 

universal respect for human rights.3 The Charter of the UN4 established six primary organs 

of the UN, including the Security Council, which has the primary responsibility of 

maintaining international peace and security and has the responsibility to meet whenever 

peace is threatened.5 It is worthy of note that the Security Council submits an annual 

report to the General Assembly.6 

The first session of the Security Council was held on 17 January 1946 at Church House in 

London and after this first meeting, the Security Council relocated to its permanent 

residence at the UN Headquarters in New York.7 Until 1965, the Security Council consisted 

of five permanent members and six non-permanent members8 and until 1971, the Republic 

of China (Taiwan) represented China as Permanent Member at the Security Council, after 

which it lost its seat to the People’s Republic of China.9 Until 1991, the Union of Soviet 

Socialist Republics (USSR) had a permanent seat in the Security Council and after the 

USSR’s dissolution, the Russian Federation continued the membership of the USSR in the 

Security Council and all other UN organs with the support of the 11 member countries of 

the Commonwealth of Independent States.10 

Since its creation, international rivalries and geopolitics have played a central role in 

shaping the Security Council’s agenda and conduct. During the Cold War, the Security 

Council was a purposefully ineffectual body, authorizing only 13 peacekeeping operations 

between 1945 and 1978.11 However, since the 1990s, it has taken a more pro-active role 

on the world stage, and one of the major roles is conflict resolution, as many conflicts have 

been brought to an end through UN mediation and UN support.12 Such conflicts include 

                                                 
1 Financial Times Newspaper. Alec Russell interviewed former UN secretary-general Kofi Annan over five hours in Geneva, 

April 2011.  
2 Security Council, What is the Security Council? 2017. 
3 Security Council, What is the Security Council? 2018. 
4 United Nations, Charter of the United Nations, 24, 1945. 
5 Security Council, What is the Security Council? 2018. 
6 United Nations, Charter of the United Nations 24 October 1945, Article 24(3).  
7 Security Council, What is the Security Council? 2018. 
8 Hanhimäki, The United Nations: A Very Short Introduction 2008, p. 32. 
9 Council on Foreign Relations, What criticisms has the Security Council faced? 2018. 
10 Blum: Russia takes over the Soviet Union’s Seat at the United Nations, 1992. 
11 Encyclopaedia Britannica United Nations Security Council, 2013. 
12 United Nations Seventieth Anniversary: 70 Ways the UN Makes a Difference.  
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Sierra Leone, Liberia, Burundi, the north-south conflict in the Sudan and Nepal. Due to the 

significantly higher human cost of responding to crises as they unfold, former Secretary-

General Kofi Annan called for the Security Council to work to prevent conflicts, as well as 

improve post-conflict peacebuilding efforts.13 It is also important to note that with the 

adoption of the 2030 Agenda for Sustainable Development (2015)14 the Security Council has 

begun the increased focus on the intersection between sustainability and peace, security 

and human rights. This stems from the fact that security and development are linked and 

threats to security give rise to socio-economic effects, including damage to natural 

resources, environmental degradation, economic and social inequalities, economic and 

political migration, natural disasters, etc.15 Therefore, the Security Council recognises that 

conflict can threaten development and the implementation of the Sustainable 

Development Goals (SDGs), and considers this in conflict resolution. 

Governance, Structure and Membership 

The Security Council is the only UN organ that has the power to make binding resolutions 

which must be accepted and implemented by the UN Member States. It consists of 15 

Members States16 and there are five Member States that hold permanent seats in the 

Security Council, and these Member States are also entitled to veto decisions.17 They are 

the United States of America, the People’s Republic of China, the United Kingdom of Great 

Britain and Northern Ireland, the Russian Federation and France. The permanent members 

of the Security Council have veto power and have exercised this veto power at different 

points in time. If a permanent member does not completely agree with a proposed 

resolution but does not want to use the veto power, such state may choose to abstain 

from the resolution which will allow the resolution to be adopted if it obtains the nine votes 

required.18 Apart from these five permanent members, there are also 10 non-permanent 

members of the Security Council.19 It is the General Assembly that elects these non-

permanent members and these 10 members represent each of the regions. This election 

process originated in 1963 at the eighteenth session of the General Assembly when it was 

decided that the non-permanent members would serve a term of two years and would 

consist of five from African and Asian states, one from Eastern European states, two from 

Latin American states and two from Western European and other States. For the year 

2020, the non-permanent members include; Belgium, Dominican Republic, Estonia, 

Germany, Indonesia, Niger, Saint Vincent and the Grenadines, South Africa, Tunisia, and 

Vietnam.    

                                                 
13 Kofi Annan, We the Peoples: The Role of the United Nations in the 21st Century, 2000. 
14 General Assembly, Transforming our world: the 2030 Agenda for Sustainable Development. 
15 Stockholm International Peace Research Institute: The Independent Resource on Global Security. 
16 United Nations, Charter of the United Nations, 24 October 1945, Article 23(1). 
17 United Nations, Charter of the United Nations, 24 October 1945, Article 27(3). 
18 Basic Facts about the United Nations (2017). 
19 Ibid.  
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The presidency of the Security Council is held by each of the members in turn for one 

month, following alphabetical order and the non-permanent members are elected by the 

General Assembly for two years with the seats being distributed on a regional basis.20 Each 

member of the Security Council has one representative21 and each member has one vote.22 

For any procedural change or resolution to pass in the Security Council, it must garner at 

least nine votes.23 The veto power is a unique privilege derived from the Charter of the UN, 

given only to the permanent members of the Security Council, which enables them to deny 

any resolution from being passed or adopted by voting negative.24 The use of the veto is 

however rarely evoked, as consensus is the primary goal of the Security Council.25 Out of 

the 1,859 draft resolutions voted upon between 1945 and 2008, the veto power was used 

only 261 times; only 18 draft resolutions have been vetoed since 1996.26 

Member and non-Member States of the UN, which are not part of the Security Council, may 

participate in meetings without the privilege to vote if matters are being discussed which 

affect the interest of the said state. However, the Security Council needs to issue an 

invitation and can set the condition for the participation of a non-member state of the 

UN.27 

Furthermore, the Charter of the UN28 provides that “the Security Council may establish such 

subsidiary organs as it deems necessary for the performance of its functions”. This gives 

the Security Council the power to establish subsidiary bodies and the Security Council has 

created such bodies over the years which are charged to address issues of international 

peace and security. All existing committees are made up of the fifteen members of the 

Security Council, while the President of the Security Council chairs the standing 

committees, other committees are chaired or co-chaired on a rotational basis by appointed 

members of the Security Council which is announced by the Security Council President.29 

Some of the current subsidiary organs of the Security Council include Counter-Terrorism 

Committee, Non-Proliferation Committee, Military Staff Committee, Sanctions Committee, 

International Criminal Tribunal for the former Yugoslavia, International Tribunal for Rwanda 

and Peace Building Commission.  

                                                 
20 United Nations, Charter of the United Nations, 24 October 1945, Article 23(1). 
21 United Nations, Charter of the United Nations, 24 October 1945, Article 23 (3). 
22 United Nations, Charter of the United Nations, 24 October 1945, Article 27 (1). 
23 United Nations, Charter of the United Nations, 24 October 1945, Article 27 (2).  
24 UN Dag Hammarskjöld Library, Security Council: Security Council Voting. 
25 Global Policy Forum, Security Council. 
26 Global Policy Forum, Changing Patterns in the Use of the Veto at the Security Council. 
27 General Assembly Rules of Procedure, 2017.  
28 United Nations, Charter of the United Nations, 24 October 1945, Article 29. 
29 United Nations Security Council: Subsidiary Organs Branch. 
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Mandate, Functions and Powers 

The mandate of the Security Council is to maintain international peace and security and to 

take action whenever peace and security are threatened.30 The Security Council’s authority 

is particularly relevant with respect to the UN’s four primary purposes, as specified in the 

Charter of the UN which are: “maintaining international peace and security”; “developing 

friendly relations among nations”; “cooperating in solving international problems”; and 

“promoting respect for human rights, as well as being a centre for harmonizing the actions 

of nations”.31 Chapters VI and VII of the Charter specifically concerns the Security Council 

and the range of actions that can be taken when settling disputes. Chapter VI aims to settle 

disputes through peaceful means, such as negotiation and judicial settlement. Additionally, 

according to Chapter VI, the role of the Security Council is to determine the severity of the 

dispute brought before the body and the impact of the dispute internationally.32 Chapter 

VII explores further actions that can be taken concerning threats to peace, branches of 

peace, and acts of aggression.33 This chapter also authorizes the Security Council to 

implement provisional measures aimed to de-escalate the situation.34 

Under the Charter, 35  the functions and powers of the Security Council include: 

“maintenance of international peace and security in accordance with the principles and 

purposes of the UN”;36 “investigation of any dispute or situation that might lead to 

international friction, and recommend methods of adjustment or terms of settlement”;37 

“calling on the parties to a dispute to settle it by peaceful means”;38 “formulating plans for 

establishing a system to regulate armaments”;39 “determining the existence of a threat to 

the peace or act of aggression and recommending what action should be taken”;40 “calling 

on the parties concerned to comply with such provisional measures as it deems necessary 

or desirable to prevent an aggravation of the situation”;41“calling on members of the UN to 

apply sanctions and other measures not involving the use of armed force to give effect to 

the Security Council’s decisions”;42 “resorting to or authorising the use of force to maintain 

or restore international peace and security”;43 “encouraging the peaceful settlement of 

local disputes through regional arrangements and using such regional arrangements for 

enforcement under its authority”; 44  “recommending to the General Assembly the 

appointment of the Secretary-General and, together with the Assembly, elect the judges of 

                                                 
30 Security Council, What is the Security Council? 2018. 
31 United Nations, Charter of the United Nations, 24 October 1945, Article 1. 
32 United Nations, Charter of the United Nations, 24 October 1945, Article 34. 
33 United Nations, Charter of the United Nations, 24 October 1945, Article 1. 
34 United Nations, Charter of the United Nations, 24 October 1945, Article 40. 
35 United Nations, Charter of the United Nations, 24 October 1945, Chapters VI, VII, VIII, XII.  
36 United Nations, Charter of the United Nations, 24 October 1945, Article 24. 
37 United Nations, Charter of the United Nations, 24 October 1945, Article 34.  
38 United Nations, Charter of the United Nations, 24 October 1945, Article 33. 
39 United Nations, Charter of the United Nations, 24 October 1945, Article 26. 
40 United Nations, Charter of the United Nations, 24 October 1945, Article 39. 
41 United Nations, Charter of the United Nations, 24 October 1945, Article 40. 
42 United Nations, Charter of the United Nations, 24 October 1945, Article 41. 
43 United Nations, Charter of the United Nations, 24 October 1945, Article 42. 
44 United Nations, Charter of the United Nations, 24 October 1945, Article 52. 
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the International Court of Justice (ICJ)”; “requesting the ICJ to give an advisory opinion on 

any legal question; and recommending to the General Assembly the admission of new 

members to the UN”.45 

Recent Sessions and Current Priorities 

Some recent sessions of the Security Council include but are not limited to: The situation in 

Bosnia and Herzegovina which was held on 5 November 2019.46 At this session, the 

Security Council renewed its authorisation of the European-led multinational stabilization 

force in Bosnia and Herzegovina for another year and urged parties there to proceed with 

forming a government and to refrain from any polarizing unconstructive policy or action.47 

Also, there is the Report of the Secretary-General on the Sudan and South Sudan which 

was held on 31 October 2019.48 The Security Council at this session decided to extend the 

mandate of the African Union-United Nations Hybrid Operation in Darfur (UNAMID) by one 

year, until 31 October 2020.49 The Security Council also decided to focus on the protection 

of civilians, facilitation of humanitarian assistance, monitoring of human rights, particularly 

gender-based violence and abuse of children and support for the voluntary, dignified and 

sustainable return of displaced persons.50 

Furthermore, in 2019, the Security Council by a vote of 13 in favour to none against, with 

two abstentions (Russia and South Africa) adopted Resolution 2468 (2019) to extend the 

United Nations Mission for the Referendum in Western Sahara (MINURSO) for six months 

(31 October),51 while emphasizing the importance of achieving a realistic, enduring and 

practicable political solution to the question of Western Sahara based on compromise. 

Furthermore, it emphasised the necessity for full respect of the military agreements 

reached with MINURSO concerning the ceasefire, calling on all parties fully comply with 

those agreements and desist from actions that may undermine negotiations or negatively 

affect the security.  

The Security Council has also unanimously adopted the Resolution 2470 (2019) which 

extends the mandate of the UN Assistance Mission in Iraq till 31 May 2020. This was due to 

the concerns raised by the Security Council to the ongoing political fight, which it 

expressed as a costly obstacle to progress in Iraq.52 

                                                 
45 United Nations, Charter of the United Nations, 24 October 1945, Article 96.  
46 Security Council Resolution 2496 (2019).  
47 Security Council 8658th Meeting (AM): Security Council Extends European-Led Stabilization Force in Bosnia and Herzegovina 

for One Year, Unanimously Adopting Resolution 2496 (2019).  
48 Security Council Resolution 2495 (2019). 
49 Security Council 8654th Meeting (PM): Security Council Extends Mandate of African Union-United Nations Operation in 

Darfur for One Year, Unanimously Adopting Resolution 2495 (2019). 
50 Ibid. 
51 UN MINURSO, Mandate, 2019. 
52 Security Council, Security Council Extends Mandate of United Nations Assistance Mission in Iraq, 2019. 
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Conclusion 

The international community continues to face increasing threats from non-state actors 

and has also been faced with transnational organised crime, thus, the Security Council has 

tried to adapt working methods to curb these threats.53 The current situation in China, 

Libya, and Israel showcases the Security Council’s inability to completely guarantee peace 

and security in all regions of the world.54 However, it represents the systemic divides 

among the members of the Security Council.55 This lacking capacity can be partially 

explained by the controversial decision-making process of the Security Council, especially 

the veto power of the five permanent members. Despite these, the Security Council 

represents the only body within the UN that has the power to adopt binding resolutions, 

thus, it is still the entity of utmost importance for the maintenance of international peace 

and security.56 

Annotated Bibliography 

Basic facts about the Security Council, 42nd Edition (2017). Retrieved 14 December 2019 

from: https://www.un-ilibrary.org/united-nations/basic-facts-about-the-united-nations-

42nd-edition_2faf3279-en 

This document contains all the necessary facts needed to be known about the 

United Nations and pages 7-9 and page 58 focus particularly on the role of the 

Security Council, shedding light on the structure, membership, functions, powers 

and workings. 

UN, Charter of the United Nations, 24 October 1945, 1 UNTS XVI. Retrieved 14 December 

2019 from: https://treaties.un.org/doc/publication/ctc/uncharter.pdf 

This is the principal document of the United Nations, which sets out the rights 

and obligations of Member States and establishes the principal organs of the 

United Nations. The Charter also explains the procedures and workings of the 

United Nations. 

UN, Department of Political Affairs. (2018). Security Council Reporting and Mandate Cycles 

[Report]. Retrieved 14 December 2019 from: 

http://www.un.org/en/sc/inc/pages/pdf/sccycles.pdf 

This document provides information on the work and decisions of the Security 

Council, including re solutions and presidential statements. The document 

primarily consists of tables on items that have been discussed by the Security 

Council, various requests by the Security Council, and mandates of different 

                                                 
53 Security Council, Structure, 2016; Security Council, 1540 Committee, 2015. 
54 Security Council Report, September 2014 Monthly Forecast – Syria, 2014. 
55 Security Council Report, The Permanent Members and the Use of the Veto: An Abridged History, 2013. 
56 United Nations, Charter of the United Nations, 24 October 1945, Article 24. 

https://www.un-ilibrary.org/united-nations/basic-facts-about-the-united-nations-42nd-edition_2faf3279-en
https://www.un-ilibrary.org/united-nations/basic-facts-about-the-united-nations-42nd-edition_2faf3279-en
https://treaties.un.org/doc/publication/ctc/uncharter.pdf
http://www.un.org/en/sc/inc/pages/pdf/sccycles.pdf
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entities and operations that report to the Security Council. This report will help 

delegates by providing succinct and clear information on the recent actions 

taken by the Security Council on its various thematic issues. Additionally, 

delegates may find the tables providing the actual clauses of different Security 

Council resolutions particularly helpful to their research. 

UN, Department of Public Information. (2017). Highlights of Security Council Practice 2017 

[Report]. Retrieved 14 December 2019 from: 

https://unite.un.org/sites/unite.un.org/files/app-

schighlights2017/doc/highlights_of_security_council_practice_2017.pdf 

This document provides data on the work of the Security Council for the year 

2017. The report primarily consists of graphs and diagrams, which provide data 

on the number of meetings of the Security Council, the number of Security 

Council missions by region, and voting records of the committee. With these 

graphs and diagrams, delegates will find this document easy to read and 

understand 

UN, Security Council. (2017). What is the Security Council? [Website]. Retrieved 14 

December 2019 from: http://www.un.org/en/sc/about/ 

This website gives an overview of the Security Council’s history, its mandate, and 

its basic functions and powers. It should be considered one of the most 

important resources for delegates’ further research since it provides detailed 

information about how the Security Council works in practice. The website also 

contains the body’s provisional rules of procedure and a section on frequently 

asked questions. The latter is particularly useful when it comes to understanding 

the Security Council’s functions and powers. Delegates will find on this website 

detailed information about the Security Council’s recent sessions as well as other 

relevant outputs, which will aid in further research. 
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I. Cyberespionage and Cyberterrorism in the 21st Century 

“The internet is a prime example of how terrorists can behave in a truly transnational way; in 

response, States need to think and function in an equally transnational manner.”– Ban Ki-

moon, Former Secretary-General of the United Nations57 

Introduction 

The creation of the internet marked one of the biggest milestones in technological 

advancement. Since its inception in the early 1990s, the internet has been known to create 

a borderless and global means of communication and access to information. 58  This 

platform is popularly described as cyberspace and it has grown to create a realm for 

millions of computing devices. Previously, only a few had access to this space but today, 

cyberspace has become the new “Freedom of Press” platform and anyone can create a 

website, post information and engage in virtual communication. While cyberspace has 

enabled easier communication, terrorists have also exploited this platform to carry out 

their violent activities. 

The ease of accessibility and use of the internet has also skyrocketed over the years as the 

number of individuals actively using the internet has gone from an estimated 16 million in 

1995 to more than 1.7 billion in late 201059 and has been projected to reach a trillion users 

by 2025.60 Therefore, in the event of a terrorist attack or threat on the cyberspace, the 

impact of such would affect billions of people who are internet users and cause devastating 

damage. In this regard, the issue of cyberterrorism and cyberespionage remains a violent 

threat due to the nature of the cyberspace and it remains crystal clear that “tomorrow’s 

terrorist may be able to do more damage with a keyboard than with a bomb”.61 

Cyberterrorism includes various actions, including spreading of online propaganda, 

destroying information, and ultimately planning and executing terrorist attacks through 

computer networks.62  However, cyberespionage is the situation whereby individuals, 

groups, or businesses use Information and Communication Technology (ICT) for some 

personal benefit or economic gain.63  State-sponsored groups or government actors may 

be perpetrators of cyberespionage in a bid to have illegal access to data and systems and 

also gain access to information which may positively influence their own country's national 

security, economy and military power.64 

                                                 
57 UN Office on Drugs and Crime (UNODC), “The Use of the Internet for Terrorist Purposes” September 2012. 
58 UNESCO and the Use of the internet in its Domains.  
59 UK Government, “A Strong Britain in an Age of Uncertainty: The National Security Strategy” (2010) p. 29. 
60 Global IoT market size, Size of the Internet of Things (IoT) market worldwide from 2017 to 2025.  
61 National Research Council, Computers at Risk, 1991.  
62 Rev chil Derechotecnol  Santiago dic.“Defining Cyberterrorism”. vol.7 no.2  
63 UNODC, The Doha Declaration: Promoting a Culture of lawfulness, “Hacktivism, Terrorism, Espionage, Disinformation 

campaigns and Warfare in Cyberspace”.  
64 Ibid. 
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These two concepts of cyberterrorism and cyberespionage are a major threat to many 

states as they remain a growing trend with increasing popularity in the 21st century.  

Over the past couple of years, there have been significant cyberattacks on national 

governments and about 25 percent of these attacks are cyberespionage, retrieving 

information on governments, companies and individuals.65 Different countries such as 

Russia, the United States of America, United Kingdom, North Korea66 and Australia have all 

been victims as well as perpetrators of cyberattacks and cyberespionage in recent years.67 

Due to these attacks, states have begun to create specialised military operations that 

specialise in cyberattack defence.68 Quite recently in December 2019, several cyberattacks 

were recorded. In December 2019, Microsoft was granted control over 50 web domains. 

These web domains had previously been used to target government employees by a North 

Korean hacking group, university staff, think tank experts, and others involved in nuclear 

proliferation issues.69 Also, Iran announced that it had curbed a major cyberattack by a 

foreign government which targeted the e-government infrastructure of the country.70 

Furthermore, hackers of the Russian government targeted Ukrainian government officials, 

and non-governmental organisations in a spear-phishing campaign, which was to make 

them reveal confidential information.71 

The United Nations (UN) Office on Drugs and Crime (UNODC) and the UN Counter-Terrorism 

Implementation Task-Force (CTITF) have identified that terrorists use the internet for 

propaganda, training, planning and financing to carry out their activities.72 This means 

terrorists take advantage of the internet, using it as a tool to spread terrorist propaganda, 

train prospective terrorists, plan activities and receive financial support.73 

The seemingly harmless social media has become a tool for terrorists to coordinate attacks, 

spread propaganda and recruit new followers and as such, every individual who has access 

to social media is a potential victim and potential perpetrator. ICT is being largely used to 

facilitate terrorist-related offences and can be the target of terrorists such as in the case 

of attacks on companies. The internet has largely created an easier pathway for terrorists 

and has made a larger number of people exposed to such threats. Hackers easily gain illicit 

access to government information and steal classified information and this has caused 

terrible negative impacts over the years. In 2018, Russian hackers successfully accessed 

                                                 
65 Centre for Strategic and International Studies.“Significant Cyber Incidents”.  
66 Chris Frates and Curt Devine, “Government Hacks and Security Breaches Skyrocket”. 
67 Centre for Strategic and International Studies, “Significant Cyber Incidents”. 
68 Joanna Stern & Luis Martinez, Pentagon Cyber Command: Higher Status Recommended, ABC NEWS, 2 May 2012, 

(discussing the United States’ own “Cyber Command Unit” known as CYBERCOM, currently under the purview of the U.S. 

Strategic Command); Estonia created the Cyber Defence League in response to the DoS attacks in 2007; Tom Gjelten, 

Volunteer Cyber Army Emerges in Estonia, NPR, 4 January 2011, (outlining the DDoS attacks in 2007); Iran announced the 

creation of its own military cyber-unit in 2011. Cyberattacks on Iran-Stuxnet and Flame, N.Y. TIMES, updated 9 August 2012. 
69 Centre for Strategic and International Studies, “Significant Cyber Incidents”.  
70 Ibid. 
71 Ibid. 
72 UN Office on Drugs and Crime (UNODC), “The Use of the Internet for Terrorist Purposes” September 2012. 
73 A. Bera, “Cyber Warfare Statistics”. 
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the United States Security Control Room.74 The federal officers reported that hackers 

working for Russia claimed hundreds of victims in a long-lasting campaign that allowed 

them to access the control rooms of US electric utilities which could have resulted in 

blackouts.75 Officials of the Department of Homeland Security also commented on the 

situation, stating that the Russian hackers, who worked for a shadowy state-sponsored 

group previously identified as Dragonfly or Energetic Bear, had broken into supposedly 

secure, air-gapped or isolated networks which were owned by utilities. They carried out this 

operation by penetrating the networks of important vendors that had relationships with 

the power companies. 

Also, as stated in January 2019 by cybersecurity firm, FireEye Inc. (who are responsible for 

the identification of attacks on dozens of internet sites belonging to entities across the 

Middle East, North Africa, Europe and North America),76 “Iranian cyber attackers could be 

responsible for a wave of hacks on government and communications infrastructure 

worldwide, which would require a global response to fix.”77 Furthermore and in order to 

emphasise the sensitivity of the issue, it is important to state that in 2017, “an alleged 

North Korean spy helped carry out cyberattacks against the UK National Health Service.”78 

Because the industry is a very sensitive one, it led to the cancellation of various operations, 

diversion of ambulances, and rendering the records of many patients unavailable 

temporarily.79 

It is the role of the Security Council to ensure peace and security in nations, and the 

duopoly of cyberterrorism and cyberespionage is largely becoming a massive threat to the 

different Member States. Despite the potential impact of this issue, it is not receiving as 

much attention as required from the international community. There have been a couple of 

frameworks put in place such as Convention on Cybercrime (ETS No.185)80 and Additional 

Protocol to the Convention on Cybercrime but these have failed to be specific enough and 

lack the force of implementation. The Security Council thus has an important role to play in 

addressing cyberterrorism and cyberespionage in the 21st century and the importance of 

cybersecurity and continues to significantly contribute to the achievement of peace and 

security, as outlined with the 2030 Agenda for Sustainable Development (2015).81 

International and Regional Framework 

The use of the internet by terrorists is a problem that cuts across nations, thus requiring a 

response which cuts across nations and the international community. In this regard, the UN 

plays an important role in facilitating discussion and the sharing of best practices among 

                                                 
74 Ibid. 
75 The Wall Street Journal, “Russian Hackers Reach U.S. Utility Control Rooms, Homeland Security Officials Say”. 
76 David Tweed, “FireEye: Iran Hackers Could Be Behind Wave of Cyber Attacks on Infrastructure” Insurance Journal. 
77 Ana Bera, “Cyber Warfare Statistics”.  
78 BBC News, “North Korean ‘spy’ charged over NHS cyberattack”.  
79 Ana Bera, “Cyber Warfare Statistics”. 
80 Council of Europe, Convention on Cybercrime, 23 November 2001, ETS 185. 
81 General Assembly, Transforming our world: the 2030 Agenda for Sustainable Development, 21 October 2015, A/RES/70/1. 
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Member States and has the responsibility of building consensus on common approaches to 

combating the use of the Internet for terrorist purposes.82 Goal 16 of the Sustainable 

Development Goals (SDGs) promotes peaceful and inclusive societies for sustainable 

development and promotes justice for all.83 This SDG is dedicated to reducing all forms of 

violence and related death rates everywhere and significantly reduce illicit financial and 

arms flows, strengthening the recovery and combating all forms of organised crime (in this 

case, cyberespionage and cyberterrorism) by 2030.84 There is no unified framework on 

cyberterrorism and cyberespionage by the UN, however, there are resolutions which oblige 

states to take actions. 

Security Council Resolutions 1373 (2001)85 and 1566 (2004)86 on threats to international 

peace and security caused by terrorist acts, adopted under Chapter VII of Charter of the 

UN87 require Member States to take legislative action and other action to combat terrorism. 

This is required to be done through increased cooperation with other governments in the 

investigation, detection, arrest, extradition and prosecution of those involved in terrorist 

acts; and calling upon States to implement the international conventions and protocols 

relating to terrorism. In response to this, there has been some notable work amongst 

regional bodies in enacting frameworks aimed at combating cyberterrorism, cybercrime 

and cyberespionage.  

The first international treaty on cybercrimes is the Convention on Cybercrime (ETS 

No.185),88 and it was adopted by the Council of Europe in 2001. The ninth paragraph of the 

preamble provides that it focuses on the “deterring of action directed against the 

confidentiality of computer networks by providing for the criminalization of such conduct 

and the adoption of powers sufficient for effectively combating such criminal offences by 

facilitating their detection, investigation and by providing arrangements for fast and 

reliable international co-operation”.89 

Furthermore, the Additional Protocol to the Convention on Cybercrime90 was adopted in 

2003. It focused on the criminalization of racist and xenophobic acts which were committed 

through computer systems (ETS No.189). The Member States of the Council of Europe and 

the other States Parties to the Convention on Cybercrime adopted it. This 2003 Protocol is 

an extension of the Convention on Cybercrime and it focuses on areas which involve racist 

or xenophobic offences. 

                                                 
82 UN Office on Drugs and Crime (UNODC), “The Use of the Internet for Terrorist Purposes” September 2012. 
83 General Assembly, Transforming our world: the 2030 Agenda for Sustainable Development, 21 October 2015, A/RES/70/1. 
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A notable regional framework is the Arab League’s Convention on Combating Information 

Technology Offences (2010). The primary aim of this Convention is to strengthen 

cooperation between States to enable them to defend and protect their property, people, 

and interests from cybercrime and cyberterrorism.91  Also, the Shanghai Cooperation 

Organization’s Agreement on Cooperation in the Field of International Information Security 

(2010)92 extends beyond cybercrime and cybersecurity to include Information Security 

(INFOSEC) of Member States. The Information Security of States is one of its primary 

objectives, as well as national control over content and systems.93 

The African Union Draft Convention on the Establishment of a Legal Framework Conductive 

to Cyber Security in Africa (Draft African Union Convention)94 was adopted in 2012. This 

convention promotes the provision and maintenance of human, financial, and technical 

resources needed to facilitate cybercrime investigation. Additionally, the African region 

further extends the scope of the law on cybercrime to adopt the African Union Convention 

on Cyber Security and Personal Data Protection (2014).95 The Convention includes, inter alia, 

a call to the African Union States to create and/or amend national laws to adequately 

combat cybercrime, harmonize national laws, create mutual legal assistance treaties 

(MLATs) where they do not exist, facilitate information sharing between States, facilitate 

regional, intergovernmental, and international cooperation and utilize existing means 

available to cooperate with other States, and even the private sector. 

Cybercrime laws and directives have also been developed and implemented by sub-

regional organisations. For example, the Southern African Development Community 

(SADC)’s Model Law on Computer Crime and Cybercrime (2012)96 serves as a guideline for 

States in the SADC to develop substantive and procedural cybercrime laws. Based on the 

fact that it is a model law, it does not impose legal cooperation obligations on States and 

States are not bound by it. States that have cybercrime legislation can use the SADC 

Protocol on Mutual Legal Assistance in Criminal Matters and the SADC Protocol on Extradition 

to aid coordination and cooperation in the international cybercrime investigation. 

The Economic Community of West African States (ECOWAS) also adopted the Directive on 

Fighting Cybercrime (2011). 97  This directive requires Member States to criminalize 

cybercrime in national law and facilitate mutual legal assistance, cooperation, and 

extradition in cybercrime and cybersecurity-related matters. ECOWAS also has a 

Convention on Mutual Assistance in Criminal Matters and a Convention on Extradition to 

                                                 
91 The Doha Declaration: Promoting a culture of lawfulness. 
92 Shanghai Cooperation Organization, Agreement on Cooperation in the Field of International Information Security, 2010.  
93 Ibid. 
94 African Union Draft Convention on the Establishment of a Legal Framework Conductive to Cyber Security in Africa (Draft 

African Union Convention) 2012. 
95 African Union, Convention on Cyber Security and Personal Data Protection, 27 June 2014. 
96 Computer and Cybercrime: “Southern African Development Community (SADC) Model Law”. 
97 Economic Community of West African States (ECOWAS), Directive on Fighting Cybercrime (2011). 
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facilitate cooperation in cybercrime investigations and extradite cybercriminals and 

suspected terrorists. 

Role of the International System 

The international community has recognised the importance of cybersecurity and 

protecting against cyberterrorism and cyberespionage, and has taken different steps and 

actions to protect against cyberterrorism and implement existing frameworks.  

The General Assembly, in 2006, unanimously adopted the UN Global Counter-Terrorism 

Strategy98 and it represented a milestone in the domain of multilateral counter-terrorism 

initiatives. By virtue of this agreement, Member States agreed to condemn terrorism in all 

its forms and manifestations and to take action to ensure that they combat terrorism in all 

its forms and manifestations. 

Furthermore, Security Council Resolution 1624 (2005),99 addresses the incitement and 

glorification of terrorist acts and condemns the incitement of terrorist acts and repudiates 

attempts at the justification or glorification of terrorist acts that may incite further 

terrorist acts. It further calls upon all States to adopt necessary and appropriate measures 

to prohibit by law and prevent incitement to commit a terrorist act or acts in line with their 

obligations under international law. The importance of the individual action of States was 

further highlighted in 2012 when Ban Ki-moon, the former Secretary-General of the UN, 

appointed a group of 15 experts from the five permanent members of the Security Council 

in addition to Argentina, Australia, Belarus, Canada, Egypt, Estonia, Germany, India, 

Indonesia, and Japan to carry out a mandate from the General Assembly which was to 

“study possible cooperative measures in addressing existing and potential threats” related 

to the use of Information and Communication Technology (ICT). This mandate was clearly 

stated the importance of expatiating on principles of responsible States behaviour.100 

The UN Institute for Disarmament Research (UNIDIR) in Geneva was one of the first to take 

an active part in cybersecurity. Germany funds a research titled “Perspectives on Cyber 

War: Legal Frameworks and Transparency and Confidence Building” to raise awareness of 

the subject matter among diplomats and give rise to further multilateral discussions.101 

In addition, there have been several actions and initiatives taken outside the UN framework 

by organisations and regional bodies. In 2011, an “International Code of Conduct for 

Information Security” was presented to the General Assembly 102  by the Shanghai 

                                                 
98 General Assembly Resolution 60/288 (2006). 
99 Security Council, Security Council Resolution 1624 (2005) [on threats to international peace and security], 14 September 

2005, S/RES/1624 (2005).  
100 General Assembly Resolution 66/24, 13 December 2012. 
101 Cyber norm Emergence at the United Nations: “An Analysis of the Activities of the UN Regarding Cybersecurity”.  
102 General Assembly, “International Code of Conduct for Information Security”, UN document A/66/359, 14 September 2011. 
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Cooperation Organisation (SCO). This proposed Code of Conduct contained provisions 

banning the use of the internet for military purposes, internet weaponry, which was 

termed “information weaponry”, and other hostile activities.103 

Going further, in 2015, the ASEAN Regional Forum established a “Work Plan on Security of 

and in the Use of ICTs”,104 which was aimed at “promoting a peaceful, secure, open and 

cooperative ICT environment and preventing conflict and crises by developing trust and 

confidence between States in the ARF region, and by capacity building”.105 Also, NATO 

adopted its first cyber-defence policy in 2008 and since then, Cyber-defence has received 

growing attention. NATO further recognised cyberspace as an operational base for 

terrorists, committed additional resources to cyber-defence strategies, and pledged to 

“further develop NATO – (European Union) cyber defence cooperation”.106 

Additionally, the European Union (EU) has played an important role in regulating behaviour 

in cyberspace. Over the years, the European Union has adopted a “Framework for a Joint 

EU Diplomatic Response to Malicious Cyber Activities” which is referred to as the “EU Cyber 

Diplomacy Toolbox”. It builds on the EU Cybersecurity Strategy and EU Cyber Diplomacy 

and serves as a deterrent to malicious ICT activity.107 The G20, in November 2015, also 

issued an important communiqué which affirmed that existing international law, including 

the Charter of the UN, applies to State behaviour in cyberspace and called on all States to 

“abide by the norms of responsible State behaviour” which was recommended in the 2015 

GGE report.108Further, in 2017, finance ministers and central bank governors of the G20 

committed to strengthening the resilience of the global financial system against malicious 

uses of ICTs that could “disrupt financial services crucial to national and international 

financial systems, undermine security and confidence and endanger financial stability”.109 

The research community has also contributed immensely as UNIDIR has conducted 

research on international peace and security and has further served as host to 

conferences, which focuses on cybersecurity and cyber stability.110 It also launched an 

“Expert Workshop Series on International Cyber Security Issues” in 2016, in conjunction 

with the Centre for Strategic and International Studies (CSIS).111 

It is noteworthy that technology companies have so much influence on the international 

stage and this causes them to regulate how their services and products are used. 
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Companies like Google and Facebook have adopted a method where they allow the users to 

know if their account has been targeted by a State or a State-sponsored party and this is 

geared towards enforcing responsible State behaviour.112 

Cyberspace as the Base of Operation for Terrorist Groups 

In 2015, the Security Council adopted Resolution 2250 (2015),113 which focused on the 

need to protect youth from terrorist groups which were using the internet, particularly 

social media to groom, recruit, and incite young people to violence, including in post-

conflict contexts, and called on Member States and the UN to pay special attention to the 

protection of this vulnerable group and the engagement of young people in shaping 

solutions, including online. The advantages of social media for terrorist groups are 

significant, particularly the fact that information travels across geographic spaces in a 

matter of seconds, and can often be accessed and shared by anyone.114 As a result, 

cyberspace has been adopted as a base of operation for terrorist groups.  

It is common knowledge that young people dominate the internet and the youth are 

vulnerable. Thus, terrorists take advantage of this situation and use the cyberspace to 

encourage and recruit young people to commit terrorist acts. The cyberspace is very broad 

and easily accessible, thus, allowing not just the youth but a very large number of people 

to be susceptible to the effect of cyber terrorism. The UNODC described social media as a 

threat because social media platforms offer a platform to terrorists to spread their 

message more quickly and effectively. UNODC categorised threats into six forms, which are 

propaganda, financing, training, planning, execution and cyberattacks.115 In trying to 

regulate this issue, States have identified challenges related to balancing the protection of 

fundamental rights, such as freedom of expression, opinion, and privacy, with efforts to 

criminalize certain conduct or improve access to the tools needed to carry out 

investigations and prevent terrorist activity online.116 This raises a huge issue as to the thin 

line between freedom of speech and expression and terrorist propaganda. Groups such as 

the Islamic State of Iraq and the Levant (ISIL) and Al-Qaeda are known to have used the 

internet and social media on several occasions to propagate terrorist agenda; about 90% 

of organised terrorism in cyberspace is proliferated through social media.117 

The General Assembly and the Security Council have acknowledged the fact that violent 

extremism has reached a level of sophistication and has become a threat that calls for 

action beyond law enforcement, military or security measures to address development, 
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good governance, human rights and humanitarian concerns.118 In response to this, the UN 

Office of Counter-Terrorism brings together the existing CTITF and the UN Counter-

Terrorism Centre under one Under-Secretary-General and has a duty to strengthen on-

going work and drive more coherence in this area, including work relating to preventing 

violent extremism.119 

Another major issue arising concerning terrorists using the cyberspace as a base of 

operation is the issue of cyber-jihad. There exists what are commonly referred to as 

“jihadist websites”. Such websites are popularly used by Al-Qaeda to propagate their 

ideologies and recruit members.120 These websites also contain information such as steps 

on how to build and detonate weapons. In emphasising the fact that Jihadists have used 

the internet as a battlefield and base of operations, it is worthy of mention that in a July 

2005 letter to Abu Musab al-Zarqawi, the late leader of Al Qaeda operations in Iraq, senior 

Al Qaeda leader Ayman al-Zawahiri wrote: “We are in a battle, and more than half of this 

battle is taking place in the battlefield of the media.”121 This clearly goes to show that the 

seemingly harmless social media has been largely exploited by terrorists. 

Furthermore, there is the growing issue of radicalisation of youth on social media, leading 

to violent extremism in Europe, North America, Latin America and the Caribbean.122 The 

internet and social media have been used as a tool for political radicalisation.123 Extremist 

groups now take advantage of the freedom of speech, which is provided for in the 

legislation of many States to post hateful comments about their government and the 

nation on the internet. Additionally, these extremist groups try to cover up their activities 

by conveying it more acceptably and deceive internet users that would normally be 

offended by the subject matter, which may relate to racism, xenophobia or blatant hate 

discourse.124 

A New Era of Artificial Intelligence in State-Sponsored Attacks 

The orderly operation of most societies is highly dependent on Information Communication 

Technology (ICT) and Artificial Intelligence (AI). Industries and services have become highly 

dependent on ICT to operate and daily activities such as transfer of funds, online trading, 

telecommunication, air traffic control, are highly dependent on ICT.125 Essential services 
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now rely on ICTs for its functioning126 and the smooth running of basic things in our society 

also depends on ICT such as traffic control, air conditioning, elevators, etc.127 Governments 

also highly depend on ICT in carrying out their functions and as such, it is clear that both 

the government and private companies are highly dependent on ICT for the smooth 

running of their activities. 

However, AI may have done more harm than good by giving hackers an easier avenue to 

access the confidential information of States and companies, thus making it possible for 

attacks to be launched more easily. A notable percentage of these attacks launched on 

States are sponsored by other States, to gain access to confidential information and 

secure networks.  

Thus, as a result of this growing threat, the General Assembly Resolution 57/239 (2002) 

recognised that rapid advances in information technology have changed the way 

governments, businesses, organisations and individual users who develop, own and use 

information systems and network, must approach cybersecurity.128 

AI, which was developed to make life easier, is being used as a life-threatening resource, a 

tool for States to launch attacks on other States and a tool for terrorists to operate. It has 

become a resource that has been manipulated by terrorists to not just gain access to 

confidential information but also as a stepping stone to launch attacks on States.   

Economic and Political Impacts of Cyberterrorism and Cyberespionage  

Generally, there are two broad aspects of negotiations as regards cybersecurity in the UN. 

There is the politico-military aspect, which focuses on cyberterrorism and cyber warfare, 

and there is the economic aspect that deals with cybercrime and cyberespionage.129 

Cyberterrorism and cyberespionage take major economic and political tolls on the 

government of any country.  

The General Assembly believes that “information technologies and means can potentially 

be used for purposes that are inconsistent with the objectives of maintaining international 

stability and security and may adversely affect the security of States”.130 This is very true, 

as it has been established that ICT can be used to launch attacks on States and these 

attacks may cause major political impacts on such States. There is also the criminal misuse 

of information technology131 and this area may be classified under cyberespionage or 

cybercrime. 
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Cyberespionage and cyberterrorism place major negative political and economic impacts on 

States. There would be a need for States, organisations and companies to invest more in 

security measures to prevent their strategic information from cyberterrorists and this may 

take a toll on the country’s budget and the economy of the State. Also, States would be 

faced with a larger economic burden because they would be required to enhance their 

cybersecurity and protect critical infrastructure. 132  Also, when a security breach is 

announced, the stock may immediately begin to fluctuate, thus causing a negative 

economic impact on the State.133 

Cyberattacks may also lead to a state of insecurity in States, which has a major impact on 

the governments of States.134 The impacts may vary from monetary loss to physical 

infrastructural damage to civilian casualties and may also place a very heavy cost on the 

governments. As a response to this, it has become pertinent to make the internet safer 

and protect the users of the internet, thus, requiring the development of new services and 

government policies.135 

The importance of protecting information and infrastructure cannot be overemphasised, as 

the financial damage caused by cyberespionage and cyberterrorism is enormous.136  Thus, 

States have an obligation to take effective measures to counter the destructive economic 

and political impact of terrorism on the security of States.137 

Cyberattacks on Governmental and Non-Governmental Institutions 

Over the years, there has been a growing trend of spying on government-owned 

information, illicit acquisition of sensitive information and procurement of State resources. 

Such sensitive information is in effect used as a weapon of combat against countries. The 

numbers of cyberattacks targeted towards governmental institutions are growing in 

number rapidly.138 There are also largely State-sponsored acts of economic and industrial 

espionage,139 as well as important data breaches that are targeted towards important 

government agencies and services and multinational companies.140 Regarding the attacks 

targeted towards governmental institutions, there is an emerging method of using ICT to 
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interfere in the internal affairs of other States, to manipulate the political outcomes in 

those States.141 

Governmental and non-governmental institutions alike are critical infrastructures in States 

and in November 2016, the Security Council was briefed for the first time, through an 

Arria-Formula open meeting on the use of Information and Communication Technology in 

fuelling political or military tensions and the importance of the protection of these ICT-

dependent critical infrastructure in such cases.142 Cyber terrorists are known to have the 

ability to cripple critical infrastructure such as communication, energy and government 

operations while, cell phones have been used on different occasions to track terrorists and 

to provide evidence against them.143 

It is important to understand that cyberespionage affects individual as well as private 

bodies who engrave their data and resources in the digital sphere and both individuals and 

governments are at high risk of losing critical information.144 

Cyberattack has become a tool for cyber warfare among rivalling countries and is a 

potential toxic device affecting security in the international community.145 

The Role of Technology in ensuring Cybersecurity 

Cybersecurity has ranked highly on the agenda of the UN for a couple of years. The UN 

took up the subject out of a recognition that building trust and confidence in the use of 

ICTs is crucial to the socio-economic well-being of humanity146 and on the realisation that 

one of the ways to tackle technology is through the development of stronger and better 

technologies.  

Governments must adopt the development of secure technologies in their States and there 

is the need for continual evolution in new technologies to allow for the early detection and 

quick response to, incidents compromising computer security.147 Many cyber threats exist 

due to insecure user activities and the vulnerability of computer networks around the 

world. Based on this, it is important to promote a strong security culture and keep 

computer networks secure. Such strong technology culture can be developed through 

government use and investment in modern technology to easily detect threats of 

cyberterrorism or cyberespionage.148The likelihood of attacks on vital infrastructure such 
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as hospitals and other essential services could be reduced if a strong culture of security is 

adopted.149 

Bearing in mind the importance of developing stronger technologies to detect and curb 

cyberterrorism and cyberespionage, it is equally important that Member States provide 

support for training in ICT skills. The UN Special Rapporteur on Freedom of Expression has 

encouraged States to provide support for training in ICT skills, including explaining the 

benefits of accessing information online, teaching internet safety and security and also 

teaching how to responsibly contribute information online.150 

Technology thus has a huge role to play in putting lasting solutions to cyberespionage and 

cyberterrorism and there is the need for States to utilise technological advancement and 

digital software towards solving the existing menace. 

Enforcement of Legal Framework 

Many of the existing frameworks on cyberespionage advocate that the society be free 

from cybercrimes and attack through adopting appropriate legislation and securing 

cooperation amongst the international community. Currently, the Budapest Convention151 is 

the only binding international instrument on cyber warfare. It is a guide for countries that 

may wish to develop a national law on cybercrime and it also serves as a framework for 

international cooperation between the State parties to the treaty.152 

The Cybercrime Convention Committee (T-CY) at its 8th plenary session 2012 decided to 

issue Guidance Notes. These were to aid the implementation of the Budapest Convention on 

Cybercrime.153 The Convention prescribes theories on countering terrorism and proffers 

effective solutions in countering terrorism in cyberspace. Under Articles 14-21, the 

Convention outlines procedural provisions that guide in criminal investigation and 

providing measures to combat terrorism cases.  

The Budapest Convention contains substantial criminal provisions creating a legislative 

atmosphere worthy of curbing cyber activities.  Articles 2 to 13 of the Convention cover 

specific crimes and illicit activities. The Protocol154 to the Convention contains two articles 

which are relevant border on extremism and radicalization which may eventually lead to 

terrorism. These are Article 4 which covers “racist and xenophobic motivated threat” and 

Article 6 which covers “denial, gross minimization, approval or justification of genocide or 

crimes against humanity.” 
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Conclusion  

Cyberespionage and cyberterrorism have caused massive threats to internet users in the 

21st century. This issue remains pressing as a larger percentage of the world has access to 

the internet and States need the internet to be fully functional. Also, due to the nature of 

cyberspace, cyberespionage and cyberterrorism, it is an issue that governments may not 

be able to attain a hundred percent security, however, it is important that they understand 

the threats and when they may peak, understanding risks and vulnerability of the networks 

and also knowing how to tackle a threat when it arises. This is important because failure to 

take such preventive measures poses a great threat on states and international peace and 

security. 

Thus, through the work of the UN, the Security Council and its recommendations, the 

international community and Member States can solve the issues arising from 

cyberterrorism and cyberespionage. The Security Council remains focused on achieving a 

world with thriving cybersecurity and curbing the menace of cyberespionage and 

cyberterrorism. 

Further Research 

What are the major challenges Member States face in ensuring cybersecurity? What are the 

challenges that may have hindered the Security Council from being very inclusive in this 

subject matter? How do you suggest that the Security Council becomes more inclusive? 

What feasible methods can be taken in ensuring that terrorists do not use social media to 

proliferate their agenda, without infringing on the right to freedom of expression and the 

press? How can the exploitation of youths on social media by terrorists be curbed? What 

cost-effective methods can Member States adopt in ensuring effective use of technology 

to prevent cyberespionage? Are there conventions which Member States believe need to 

be amended for better enforcement? How can Member States work in conjunction with the 

international community to ensure full-proof cybersecurity in States? What are the major 

economic impacts of cyberespionage and cyberterrorism on Member States? What are the 

ways through which legal frameworks on cyberterrorism and cyberespionage can be 

enforced? 
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II. Women in International Peace and Security 

“There is a continuing need to increase success in preventing conflict by increasing the 

participation of women in all stages of mediation and post-conflict resolution” – Francois 

Delattre, former President of the Security Council155 

Introduction 

The beginning of any war or conflict automatically spells a different kind of effect on 

women as opposed to men.156 It has always had a more disastrous effect on the lives and 

dignity of women and girls all over the world.157 These effects can be seen in the reports 

given after various conflicts such as the Somalian conflict which reported sexual violence 

such as rape on many of the women,158 the conflict in Gaza which reported a large amount 

of emotional and physical abuse on women,159 the 1994 Rwandan genocide which reported 

the rape of about 500,000 women160 and many more reports on hostilities in various 

countries such as Algeria, Myanmar, Southern Sudan and Uganda.161 Sometimes, systemic 

rape is even used as a weapon of warfare. This can be seen in the Darfur conflict from 2003 

to 2010,162 thereby putting the lives of women and girls at risk.163 

Hence, there has been this notion that the only role women play in conflicts globally is that 

of the victims.164 Based on this, despite how much they suffer during these conflicts, they 

are excluded from participating in peace negotiations to end these conflicts.165 Statistics 

from major peace treaties tracked by the Council on Foreign Relations show that between 

1992 and 2018, women constituted merely a minute part of the participants as they were 

only 13% of negotiators, 3% of mediators and 4% of signatories.166 This is lamentable as 

women are also agents of change and they can play an active role in peacebuilding.167 The 

benefits of including women in the processes of peacebuilding cannot be over-emphasised. 

The participation of women in international peace and security will ensure that peace 

agreements are durable and of good quality.168 It was discovered by a study carried out on 

82 peace agreements which arose from 42 armed conflicts between 1989 and 2011 found 

that those agreements which had female signatories were able to achieve substantial 
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peace.169 It also ensures that the implementation of these agreements.170 Therefore, we 

must find a solution to the problem of the lack of women in international peace and 

security. 

The discussion on the role of women in international peace and security is not a recent 

one.171 It stretches from conferences held in the Netherlands in 1915, where 1,200 women 

gathered to promote the idea of the including women in the processes of drafting peace 

agreements172 to the 10 Security Council resolutions which have been enacted on the topic 

of Women, Peace and Security between 2000 and 2019.173 However, it is noteworthy that 

despite the existence of these abounding efforts to solve the problem, these efforts have 

proved futile. This can be seen in the records of minute participation of women in peace 

and security globally.174 

Here, the focus is placed on the benefits of painting women in a different light in relation to 

international peace and security. It will address the mitigating factors of the already 

existing frameworks and examine why they have not been efficient. Furthermore, it will 

examine the role that women can play in ensuring global peace and also address specific 

issues affecting women in conflict situations. 

International and Regional Frameworks 

The efforts to find a solution to the challenge of women in global peace and security dates 

back to the 1969 discussion of the Commission on the Status of Women (CSW) where it 

was decided that women should be treated differently in cases of armed conflict.175 This 

led to the adoption of the General Assembly’s Declaration of the Protection of Women and 

Children in Emergency and Armed Conflict,176 which afforded women and children special 

protection during conflicts. 

The United Nations (UN) World Conference on Women held in Mexico in 1975 led to the 

adoption of the Declaration of Mexico on the Equality of Women and their Contribution to 

Peace and Development177 and further necessitated the adoption of the Convention on the 

Elimination of all forms of Discrimination Against Women (CEDAW) in 1979. 178  This 

Convention has served a basis for the discussion of women in international peace and 

security through its provision for states to make annual reports on the implementation of 

the Convention in their respective states.179 In 1995, the Beijing Action Plan was enacted to 
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address the persistent gender discrimination despite the adoption of CEDAW over a decade 

ago.180 It was enacted with Critical Areas to focus on the achievement of gender equality 

globally. 181  However, Critical Area E is worthy of note as it focuses on increasing 

participation of women in conflict resolution and the recognition of women’s peacebuilding 

contributions.182 

The discussions emanating from the adoption of CEDAW and the inhumane treatment of 

women in conflict situation globally led the Security Council to adopt Resolution 1325 

(2000),183 its first resolution on Women, Peace and Security (WPS Agenda).184 Resolution 

1325 focused on the participation of women in all levels and the protection of women from 

sexual and gender-based violence. Furthermore, Resolution 1820 (2008)185 was the first 

international framework that recognised the use of rape as a weapon of war. It also 

addressed the fact that rape and sexual violence during conflicts can constitute war crimes 

and crimes against humanity.186 Security Council Resolution 1889 (2009)187 explains the 

solution to the challenge of women in International Peace and Security by providing for the 

expansion of women’s leadership in peace negotiations and agreements. Security Council 

Resolution 1960 (2010)188 provides sanctions for perpetrators of sexual violence during 

conflicts. Security Council Resolution 2122 (2013)189 provides a practical approach to 

increasing women participation in peacebuilding and encourages Member States to remove 

the barriers stopping the inclusion.190 Due to the realization that the aim of all the past 

resolutions were not fully achieved, the Security Council decided to pass Resolution 2493 

(2013)191 to address the new emerging challenges. 

In 2018, the European Union (EU) adopted the EU Strategic Approach to women in Peace 

and Security to map the approach of the EU on solving the problem.192 It was adopted to 

ensure that girls and women can participate in preventing conflicts and promoting 

reparations in post-conflict situations.193 In 2019, the EU organised a summit on the “EU to 

support women mediators: moving beyond stereotypes”,194 which elucidates the inclusive 

plan of the EU in conflicts situations through the creation of women mediators. The African 

Union (AU) gave its first report on the Implementation of the WPS Agenda in Africa in 
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2016.195 This report explains the challenges of implementing the National Action Plans 

which resulted from the Security Council Resolution 1325 (2000). 

Role of the International System 

A lot has been done by the international community to draw the attention of the world to 

the important role that women can play in international peace and security.196 The 

enactment and adoption of various resolutions and conventions such as the CEDAW and 

the WPS Agenda is evidence of this work.197 

In a bid to create a gender-inclusive peace and security environment, the Security Council 

has done a lot to promote the WPS agenda. This can be seen from the 10 resolutions 

passed by the Security Council on the WPS agenda from 2000 till date.198 These resolutions 

have addressed various issues as they concern the role of women in international peace 

and security.199 In order to hasten the realization of these resolutions, the Security Council 

has also organised a lot of open debates where Member States can openly discuss the 

practical steps which can be taken to achieve the WPS agenda.200 

The UN Entity for Gender Equality and the Empowerment of Women (UN-Women) has also 

been vibrant in the fight for women in international peace and security. The UN-Women 

has carried out a lot of action on the WPS Agenda such as championing women 

participation in peace talks in Syria, Myanmar, South Sudan, Mali and Colombia, which led to 

a significant number of women being present at the drafting of the peace agreements.201 

They have also helped in preventing conflicts in places such as Uganda where they 

facilitated a women-led mediation between opposing parties after the 2016 elections and 

in Burundi, where they helped 516 women mediators address more than five thousand 

local conflicts in 2015. Furthermore, in terms of peacebuilding, the UN-Women through a 

partnership with the Peacebuilding Commission worked to ensure that 15% of funds going 

to post-conflict recovery are earmarked for projects geared towards enhancing gender 

equality.202 

In addition, the UN Peace Building Commission (PBC) has played a very active role in the 

achievement of the WPS agenda.203 The PBC created a Gender Promotion Initiative (GPI) 

that helped in advancing the WPS agenda in many countries.204 The General Assembly has 

organised symposiums and general meetings on the problems affecting the achievement 
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of the WPS agenda.205 Also, the UN Human Rights Council in its Universal Periodic Reviews 

(UPR) of conflict and post-conflict countries has gone ahead to address salient issues 

related to implementation of the WPS agenda.206 

Other organisations such as NGOs and civil societies also play an important role. Various 

Civil Society Organisations (CSO) around the world help to propagate the gospel of the WPS 

agenda at both international and national levels. An example of such CSOs is the Women’s 

International League for Peace and Freedom (WILPF) which advocated for the adoption of 

the Security Council Resolution 1325 (2000) and still proceeds to advocate the 

implementation of the WPS agenda.207 They also encourage their respective Member 

States to implement National Action Plans that support the cause of the WPS agenda.208 

Addressing the Mitigating Factors of the International and Regional 

Frameworks 

Despite the seemingly huge success that has been achieved by the WPS agenda based on 

its implementation through the National Action Plans of various countries, it is obvious that 

there is still a lot of work to be done.209 There are various challenges which plague the 

implementation of all the frameworks which have been adopted in various parts of the 

world.210  These challenges are sometimes unique to some parts of the world because of 

the peculiarities of those places.211 For example, only 19 countries on the African Continent 

have started to implement the WPS Agenda by creating their own National Action Plan.212 

Furthermore, due to problems such as the predominant gender inequality in some parts of 

the world, women are still not allowed to participate actively in the process of preventing 

conflicts. Even the Beijing Action Plan has only been achieved in one African country, 

Rwanda because gender inequality is still very much entrenched in the culture of many 

Africans.213 

Furthermore, another major mitigating factor for the WPS agenda is the indiscriminate 

focus on the inclusion of women and Sexual and Gender-Based Violence (SGBV).214 This 

creates a situation where less focus is placed on the structures and issues that prevent 

women from participating in the peace processes initially which is intrinsic to the solution. It 

limits the problem of women in peace and security to only SGBV which is erroneous. Also, 

the processes and mechanisms for the achievement of the WPS agenda are deeply flawed, 
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for instances, the peace processes which currently exist are not situated in ways that allow 

for women participation.215 

In addition, the lack of data collection and analysis mechanisms is a major problem in the 

implementation of the WPS agenda globally.216 There is a lack of metric by which progress 

can be measured because there is no data to check the signs of progress.217 Data collection 

and analysis is important to the implementation of the WPS agenda because it shows what 

needs to be done and what has been achieved.218 

Challenges of Women’s Participation in International Peace and Security 

There are many reasons for the lack of prominent participation of women in International 

Peace and Security.219 They include factors ranging from illiteracy, gender-based violence 

in conflict situations to gender inequality in most countries. Most of the women who are 

supposed to be part of the peace negotiation processes are illiterates. Two-third of the 

796 million adults worldwide who cannot read are women.220 This creates a seemingly valid 

reason for the exclusion of these women from peacekeeping negotiations. 

Gender inequality is another major challenge to the participation of women in International 

Peace and Security. There are gender stereotypes in various countries of the world which 

prevent the women in those societies from getting involved in certain activities.221 These 

gender stereotypes present the idea that women should not be involved in combat-like 

activities such as getting into the military or joining peacekeeping operations. 

The patriarchal structures in most countries and the behaviours of those in charge stands 

as a big stumbling block to the participation of women in international peace and 

security.222 These patriarchal behaviours and structures have led to a backlash when the 

idea of women in international peace and security is suggested.223 This reduces the number 

of women who can participate in peace negotiations and post-conflict reparations.224 

Also, in times of conflicts, women are usually targeted and made victims of rape, physical 

and sexual assault hence they are not even in the best position to help during post-conflict 

situations.225 Most times, SGBV is used as a tool to undermine the strength of the enemy 
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and when coupled with gender divide in these communities, there is hardly any chance for 

the woman to participate in peacebuilding processes within their communities.226 

These challenges can be combated through affirmative action and educating societies 

about the dangers of stereotypes. These include active steps being taken to ensure the 

participation of women in the attainment of global peace and security. There is also a need 

to create awareness in various societies of the importance of women participation in 

international peace and security. 

Women in Peacekeeping 

Peacekeeping operations, as opposed to peace building, are activities that help to prevent 

war and promote lasting peace globally. It also includes helping countries navigate the 

rehabilitation process from conflict to peace.227 Furthermore, it includes activities such as 

facilitating political processing, protecting civilians, assisting in disarmament, 

demobilization and reintegration of former combatants into the society.228 

The number of women peacekeepers has been very low historically.229 This is majorly 

because of the patriarchal notion that women are not fit for such roles. In 1993, women 

constituted only 1% of deployed military officers.230 In 2014, out of 125,000 approximated 

UN peacekeepers, only 3% of uniformed military persons and 10% of police were 

women.231 

However, it is important to note that female military personnel are important to success in 

peacekeeping missions.232 They make the peacekeeping force approachable to women and 

children and their presence empowers women in host communities.233 The presence of an 

increased number of female officers also helps to ensure that the mission covers all the 

needs of the local population including interviewing survivors of SGBV and speaking to 

female victims in communities where women are discouraged from speaking to men.234 

In addition, the participation of women in peacekeeping operations is associated with fewer 

misconducts and a better perception by the citizens of military integrity.235 For instance, in 

Namibia, Rwanda and South Africa, the local population thought female officers were 

better at de-escalating potential violence, less threatening and more receptive of civilians. 
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Women can play a very important role by joining the peacekeeping missions to various 

countries to prevent the continuation of conflict all over the globe. They can also help to 

reconcile warring factions before it turns into a full-blown conflict. 

Women in Peacebuilding 

Peacebuilding is very important in post-conflict situations because it helps the societies to 

return to the original state it was before the war happened and even make them better 

than they were before the conflict. It involves the process of ensuring lasting peace and 

preventing the reoccurrence of such conflicts.236 It is the responsibility of various actors in 

the society such as; government religious organizations, civil societies, traditional leaders 

and structures, the media and the business community.237 The activities involved in 

peacebuilding range from providing skills training and education in the post-conflict 

communities to helping to reconcile warring factions in the societies.238 

Women can participate in peacebuilding through these various activities.239 For instance, in 

Liberia, women participated in activities such as communal farming, group micro loans that 

encourage women to improve their standard of living collectively.240 In Sierra Leone, 

women formed civil society groups that worked towards the inclusion of women in the 

peace negotiations.241 

The benefits of including women in peacebuilding operations cannot be overemphasized. 

Based on a study carried out by the International Peace Institute on 182 peace agreements 

between 1989 to 2011, agreements which have women participation had a 35% increase in 

the probability that they will last more than 15 years.242 This shows that the inclusion of 

women in peace negotiations improves the chance of such agreements lasting longer. 

Another major benefit of women participation in peacebuilding is that it combats gender 

inequality in these societies and closes the gender gap.243 This is because it puts women at 

the decision-making level thereby giving them a voice. 

Additionally, women can help to reduce violence against women during conflicts by 

monitoring during war to report and pressurize offenders to prevent SGBV against women. 

Also, they can help women’s activists whose lives are endangered due to their activism and 

promote gender-sensitive relief aid and creating women shelter for victims of domestic 

violence.244 Furthermore, they can help with mitigating the trauma and reconciliation 

processes by creating trauma healing programs to address SGBV against women.245 
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Gender-Based Sexual Violence in Conflict Situations 

War and conflict have always had a more disastrous effect on the lives and dignity of 

women and girls all over the world.246 These effects can be seen in the reports given after 

various conflicts such as the reports of rape, sexual assault, human trafficking, child 

pornography and other forms of gender-based sexual violence.  Sometimes, systemic rape 

is even used as a weapon of warfare as can be seen in the Darfur conflict between 2003 to 

2010,247 thereby, putting the lives of women and girls at risk.248 Research has shown over 

time that the effects of conflicts on girls include violations of women and girls, victims of 

rape in war, child sexual abuse, forced or coerced prostitution or trafficking, and other 

forms of sexual exploitation.249 While these health outcomes also occur in non-conflict 

settings, they may be increased in cases of conflicts by a lack of access to proper medical 

care, concurrent infectious disease, malnutrition, stress, and other health problems. 250 

Gender-based violence in conflict situations affected women and girls even after the 

conflicts have ended.251 It reduces their ability to participate in society economically 

because they are not mentally fit to go back to their jobs after the conflicts due to the 

trauma. Also, rape and all forms of sexual violence are used as weapons of warfare which 

can result in pregnancy.252 This can lead to unsafe abortion which can put the women and 

girls’ reproductive health at risk.253 Furthermore, another major effect which may result 

from gender-based violence in conflict situations is the reaction of the society to women 

who have been harassed during conflicts.254 They are constantly shamed and ill-treated in 

the society especially in cases where it results in pregnancy.255 

Therefore, it is important to help women recuperate from these effects.  

Role of Women Organisations and Human Rights Defenders 

Non-Governmental Organisations (NGO) and civil societies have played a great role in the 

processes of defending women’s rights at different levels.256 This includes the adoption of 

various major instruments such as CEDAW and the WPS agenda.257 On the achievement of 

the WPS agenda, they have constantly emphasized the need for the Security Council to 

protect the rights of women and ensure their participation in peace processes. 258 
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Furthermore, these NGOs have constantly worked to provide humanitarian assistance in 

cases of conflicts which help in the recuperation processes.259 

Despite these laudable achievements, it is important to examine the role that these women 

related non-governmental organisations and civil societies play in post-conflict situations. 

Programs for Rehabilitation and reconstruction, from the perspective of the NGOs, should 

not be used only to repair the infrastructure and material gotten that has been destroyed. 

They should be shown in such a way that they aid administrative, social and economic 

administrations of the affected communities and help with reestablishing psychological 

well-being.260 Also, they can form strategic partnerships with the UN in order to provide 

rapid humanitarian assistance to victims of violence in post-conflict situations.261 

However, these NGOs face various problems in achieving their set goals. These problems 

include; Lack of coordination and cooperation among the affected parties. For example, 

parties such as states and the UN may not be willing to cooperate with the NGOs.262 Also, 

adequate protection is not given to the workers of these organisations seeing as most of 

the volunteers die while working.263 

Conclusion 

The role of women in international peace and security is not only that of victims rather 

they are active agents of change. Women can participate in various roles in peacekeeping 

and peacebuilding. Furthermore, research has shown overtime peace processes which 

include women usually last longer. In addition, women in conflict situations may suffer from 

Gender-based violence during conflicts, this can lead to various negative effects on their 

lives. The women related NGOs have a large role to play in the rehabilitation and 

recuperation of these victims. However, there are certain problems such as lack of security 

which prevent these NGOs from carrying out their duties. 

Further Research 

What are the challenges facing the WPS agenda? What are the problems of women in 

international peace and security? What are the remote causes of the lack of women in 

peace processes? How can gender-based violence in conflict situations be tackled? What 

are the roles played by NGOs and Civil societies in achieving the WPS agenda? What are the 

methods by which the desired result for women in international peace and security can be 

achieved? What role do national governments play in the achievement of the WPS agenda? 

What methods can be taken to increase the number of women in peacekeeping? How can 

we increase the number of women in peacebuilding? 

                                                 
259 Ibid. 
260 David Sogge, Compasión y cálculo, Icaria/ Transnational Institute, Barcelona, 1998, p. 36. 
261 S. Florea, The role of NGOs in post reconstruction: a partnership with the United Nations, (2005) Geneva, Switzerland, p. 38. 
262 Ibid. 
263 Ibid, p. 40. 
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